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Abstract
Tunnelsarewidely usedto improve securityandto expandnetworks without having to
deploy native infrastructure,andplay an importantrole in themigrationto IPv6. In this
paperweintroduceanumberof techniquesto detect,andcollectinformationabout,IPv6-
in-IPv4 tunnels.We alsoshow how a known tunnelcanbeusedasa “vantagepoint” to
launchthird-party tunnel-discovery explorations,scalingup the discovery process.We
describeourTunneltrace tool,whichimplementstheproposedtechniques,andvalidate
themby meansof a wide experimentationon the6bonetunnelednetwork, on theGARR
network, andthroughthetestboxesdeployedworldwideby theRIPENCC aspartof the
TestTraf�c MeasurementsService.Weassessto whatextent6boneregistryinformationis
coherentwith theactualnetwork topology,andweprovidethe�rst experimentalresultson
thecurrentdistributionof IPv6-in-IPv4tunnelsin theInternet,showing thateven“native”
networksreachmorethan60%of all IPv6 pre�xesthroughtunnels.
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1. Intr oduction

Tunnellingconsistsin theencapsulationof thepacketsof a network protocolwithin the
packetsof asecondnetworkprotocol,suchthattheformerregardsthelatterasits datalink
layer. Becauseof the �e xibility it provides, tunnelling is widely usedboth to expand
networks without having to deploy native infrastructure[20, 11] and to improve secu-
rity [14, 12]. Tunnelsplay an importantrole in themigrationto IPv6,andseveral types
of IPv6 tunnelsare de�ned, including con�gured tunnelsandautomatictunnels,6to4,
ISATAP, andTeredo;IPv6 may alsouseGRE tunnelsover IPv4. Our resultsshow that
IPv6-in-IPv4tunnelsareverycommonin theInternettoday; weexpectthis to betruefor
sometime,asIPv4network infrastructurewill remainwidely deployedfor many years.

Tunnel discovery is the processof automaticallydetectingtunnelsand determining
their endpoints.Similarly to other network discovery problems,its importancederives
from the needfor up-to-dateinformationaboutnetwork topology, andfrom the impact
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Figure1 An IPv6in IPv4tunnelis seenasasinglehopattheIPv6layer, but IPv6packets
areencapsulatedandsentasthepayloadof IPv4 packetsbetweenthetunnelendpoints.

that topologyis known to have on crucial aspectsof network behavior, suchasthe dy-
namicsof routingprotocols[15], thescalabilityof multicast[19], theef�cacy of denial-
of-servicecountermeasures[22, 18], andotheraspectsof protocolperformance[21].

From a practicalperspective, the ability to discover tunnelscanbe useful in several
scenarios.Oneexampleis troubleshooting:if a link in the tunnel's pathfails, the tunnel
fails,andanIPv6traceroutewill notrevealthesourceof theproblem.Theability to deter-
minethat thefailed link is in a tunnel,andpossiblyperformanIPv4 traceroutebetween
thetunnelendpoints,wouldgreatlyaiddebugging. Secondly, tunnelsareoftenusedasan
interim solutionuntil native IPv6 infrastructureis in place.Tunneldetectiontechniques
provide themeansto follow theevolution of the IPv6 Internetfrom its origin asa com-
pletelytunnelednetwork towardsa completelynativenetwork, anddeterminehow much
hasto bedoneto completethemigrationto native IPv6. They canalsoprovide insights
into thestructureof thenetwork itself: for example,asthecostof a tunnelis muchlower
thanthatof a native link, predominantlytunneledregionsmaybemoredenselyintercon-
nectedthannative regions.The knowledgeof thesepropertieswill aid thedevelopment
of realisticIPv6topologygenerators.Finally, tunnelsoffer lowerperformancethannative
links andareoftenusedasbackuppathsin caseof problems;theknowledgeof whether
a particularroutecontainsa tunnelwould allow routingprotocolsto prefernative routes.
This is usefulfor Internetserviceprovidersandcontentdelivery operatorswho wish to
maximizethequality of servicethey provide.

Much hasbeenwritten on thetopic of IPv4 topologydiscovery, which is usuallyper-
formedby interactingwith thenetwork usingprobingpackets[4, 23] or throughtheob-
servationof routinginformation,notablyBGPtables[7], bridgeforwardingtables[2], or
IGP routingtablesobtainedvia SNMP[1]. Thecombinationof theseapproachesandthe
useof advancedtechniqueshasled to thedevelopmentof toolswhichachieve verygood
resultsin relatively little time [23, 1, 7]. However, tunnel discovery differs from other
typesof network discovery in thata tunnelednetwork is madeupof two distinctnetwork
layer topologiesthat interact,andthe resultingnetwork is thusa complex “overlay” of
two forwardingplanes(Figure1), whosetopologycannotbededucedsimplyby applying
known methodsto exploreeachplaneseparately. The impactof tunneldiscovery is also



potentiallymoresigni�cant thanthat of othertypesof topologydiscovery becausetun-
nelsaremoredynamicthanphysicallinks (andcanbeautomaticallygenerated[8]) and
becausethey canunderminebothperformance,asall thelinks in thetunnelappearto be
a singlehop,andsecurity, astheour techniquesbasedon IP spoo�ng clearlyillustrate.

A possiblemethodis the useof SNMP queriesto obtain informationdirectly from
thenodesinvolved.This is impractical:not only doesit requireadministrative accessto
network equipment,andthuscannotbeusedto discover tunnelsin the Internetat large,
but therequiredMIBs arenot yet �nalized [9], andthespeci�c tunnelMIB is very rarely
implemented.Anothermethodwasoutlinedin [3], but it doesnotapplyto existinginfras-
tructureandit envisagesauthenticationmechanisms,andthushasthesamedrawbacksas
the useof SNMP. In this paper, we discussmethodologiesfor tunneldiscovery that do
not requireadministrative accessto thenetwork andthusmaybeappliedto the Internet
in general.A limited list of our contributionsis asfollows:

� We introducetechniquesto infer the existenceof IPv6-in-IPv4 tunnels,con�rm the
existenceof inferredtunnels,andcollectinformationabouttunnelendpoints.Weshow
how a tunnel,oncediscovered,canbeusedasa “vantagepoint” to launchthird-party
tunnel-discoveryexplorations.

� WedescribeTunneltrace ,atool whichusesourtechniquesto detecttunnelsbetween
avantagepoint anda destination.

� We validatethetechniquesthroughwide experimentation,�rst on the6bonetunneled
network, thenon native networksaccessiblethroughtheGARR network andthe test
boxesdeployedworldwideby theRIPENCCaspartof theTestTraf�c Measurements
Service.As a byproductof our experimentation,we areableto assessto whatextent
informationin the6boneregistry is coherentwith theactualnetwork topology.

� Finally, we provide the�rst experimentalresultson thecurrentdistribution of tunnels
in theInternet,showing thattunnelsareverycommonandthatthepercentageof native
IPv6connectivity is still very low.

The paperis organizedas follows: Section2 brie�y providesthe basicde�nitions and
notationsusedbothin Section3, which introducesandformally describesour tunneldis-
covery techniques,andin Section4, which describesTunneltrace . Section5 describes
ourexperimentationanddiscussesour results.We concludein Section6.

2. Preliminary de�nitions

Ourde�nitions of node,link andinterfaceareconsistentwith theIPv6 speci�cations[6]:
a nodeis a device implementingIPv6,a link is a communicationmedium,offeredby an
underlyinglink-layer (or, in thecaseof tunnels,network-layer)protocol,over which the
IPv6 protocolmaytransmitpackets,andaninterfaceis a node's attachmentto a link. A
point-to-pointlink is a link to which exactly two interfacesareconnected.A dual stack
interfaceis an interfaceon which both IPv4 andIPv6 areenabled.We further (loosely)
de�ne a routableinterfaceasaninterfacewhoseIPv6 addressbelongsto a pre�x which
existsin theglobalroutingtableandcanthusbereachedby any hoston thenetwork.

An IPv6-in-IPv4tunnel, T = hA; B i , is a point-to-pointlink betweentwo dualstack
interfacesA (the tunnelsource) andB (the tunneldestination). We denoterespectively



with A4 andB4 andwith A6 andB6 theIPv4 andIPv6 addressesof A andB . An IPv6
packet sentthroughthe tunnelis encapsulatedin an IPv4 packet sentfrom A to B with
sourceaddressesA4 anddestinationaddressB4 andwith the IPv4 Protocol�eld setto
41.We representbidirectionaltunnelsastwo tunnelswith thesameendpointsin inverted
order;thus,if a tunnelT = hA; B i is bidirectional,thenT 0 = hB ; Ai alsoexists.IPv6-in-
IPv4tunnelsaremodeledas“single-hop”[11], thatis, they appearto theIPv6network as
a singlepoint-to-pointlink whichhidesthecomplexity of theunderlyingIPv4 network.

In the rest of the paper, we shall denotea packet with a pair of squarebrackets
enclosinga sourceaddress,a destinationaddress,and other important featuresof the
packet itself. For example,an ICMPv6 echorequestmessagefrom addressX 6 to ad-
dressY6 is written [X 6Y6 echo-request]. Packet encapsulationis describedby recur-
sively using squarebrackets: if the aforementionedIPv6 packet were encapsulatedin
an IPv4 packet, it would bewritten [A4B4[X 6Y6 echo-request]]. To denotethe interface
that originatesor receivesa packet, we prependthe packet with the interfacefollowed
by a colon or appendto the packet the interfacea colon followed by the interface,e.g.
X :[X 6Y6 echo-request]:Y is a packet sentby interfaceX andreceived by interfaceY .
Finally, if thereceptionof apacketcausesanodeto emitanotherpacket,we indicatethis
with thesymbol� . For example,if anechorequestpacketcausesanodeto replywith an
echoreplypacket,we write [X 6Y6 echo-request] � [Y6X 6 echo-reply].

3. Tunnel discovery methods

In this section,we presenta numberof techniqueswe developedto tackle the tunnel
discoveryproblem.Dependingontheirobjective,they maybedividedinto: (i) techniques
to infer theexistenceof tunnels,(ii) techniquesto con�rm theirexistence,(iii) techniques
to collect informationabouttheir endpoints,and(iv) techniqueswhich allow a host to
interactwith thenetwork asif it werelocatedin a differentplaceto theonein which it is
actuallylocated(third party exploration techniques).They may furtherbecharacterized
accordingto their modeof operation:somequeryknown sourcesof information,others
interactwith the network andobserve the results,performingwhat we may refer to as
“activeprobing”.Eachrule is a suitableblendingof thefollowing basicmethods:

Path MTU discovery The MaximumTransmitUnit (MTU) of a link is the maximum
sizeof a packet thatmaybetransmittedthroughthelink. ThepathMTU betweentwo
interfacesX andY is the minimum MTU of the links composingthe pathbetween
X andY . PathMTU discovery [16] is a methodthatallows a nodeto determinethe
pathMTU betweenoneof its interfacesandanotherinterfaceonthenetwork,andthus
obtaininformationon theMTUs of theinterveninglinks. Thepresenceon thepathof
certainMTU valuesmaysuggestthepresenceof a tunnel.

DNS lookups The Domain NameSystemis usedto map IPv4 and IPv6 addressesto
hostnamesandvice versa.OftentheIPv4 andIPv6 addressesof aninterfacehave the
samename;astunnelinterfacesaredualstack,DNS lookupscanprovide information
abouttunnelendpoints.DNSqueriesalsohelpdetermineif aninterfaceis dualstack.

IP spoo�ng BecauseIPv6-in-IPv4tunnelsdonotuseany form of authentication,atunnel
destinationwill acceptan encapsulatedpacket sentby any hostaslong asthesource



# Rule Infer Con�rm Collect Third-party
existence existence information exploration

1 MTU �

2 DNS � �

3 Packet injection � �

4 Fragmentinjection � �

5 Injectedping �

6 Dying packet � �

7 Ping-pongpacket �

8 Bouncingpacket �

Table 1 Classi�cationof tunneldiscovery techniques.

IPv4 addressof the packet is the IPv4 addressof the tunnelsource.This allows any
hostto causethetunnelendpointto emitarbitraryIPv6packetsby encapsulatingthem
in IPv4 packetswith spoofedsourceaddresses.

Hop Limit manipulation TheHop limit �eld in theIPv6headerspeci�esthemaximum
numberof routersapacketmaypassthrough.Whenarouterreceivesapacketwith the
HopLimit �eld equalto 1 it discardsit andsendsthepacket'ssourceanICMPv6error
message,thusrevealingits IPv6 address.

IPv6 Routing header While sourcerouting is prohibitedin the majority of IPv4 net-
works,many IPv6 routershonortheIPv6 Routingheader, which permitsa hostsend-
ing a packet to specifya list of nodesthat the packet is to passthrough.Combined
with Hop Limit manipulation,the Routingheadercanbe useful for determiningthe
addressesof point-to-pointinterfacesandtunnelinterfacesin particular.

Theremainderof this sectionis devotedto a formal presentationof themain techniques
we have devised.Eachtechniqueis expressedby meansof a formal rule, which is iden-
ti�ed by a numberandby a shortname.Table1 classi�es the rulesaccordingto their
objective.Althougheachrule is expressedby meansof animplication,thevalidity of the
implication is not absolute,andin real-world conditionsa rule may fail to applydueto
nonstandardbehavior, miscon�guration,or unexpectedanduncommonnetwork topolo-
gies.Dataon thevalidity of theruleswill beprovidedin section5.

Rule 1 (MTU) Considerthesequenceof links thatmake up thepathbetweensomein-
terfaceX andsomeotherinterfaceY. We maythink of eachlink asapoint-to-pointlink,
becauseeachpacketthattraversesalink is sentby exactlyoneof theinterfacesonthelink
andis receivedby exactlyoneof theinterfaceson thelink � . Thus,if wenumberthelinks
in thepathprogressively startingfrom 1, for eachwe mayde�ne a sourceinterfaceA(i )
andadestinationinterfaceB (i ), whichhave IPv6addressesA6(i ) andB6(i ) (Figure2).

Let M TU(i ) be the MTU of link i . If we can send packets from X , then we
may usePath MTU discovery [16] to determine,for eachlink, the valuePMTU(i ) =

� This is usuallythecasefor all packets,but load-balancingmechanismsor policy routingmaycausebehavior
thatvariesfrom packet to packet.
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Figure2 A genericlink i in apathwith its associatedinterfacesA(i ) andB (i ).

minf MTU(i ); PMTU(i � 1)g, wherePMTU(1) = MTU(1). Becauseof encapsulation,
theMTU of thetunnelis lessthanthatof theunderlyingIPv4 network by a �x edamount
dependingon the tunneltype:20 bytesfor IPv6-in-IPv4tunnels,24 or 28 for GRE[13]
tunnels.ThemostcommonMTU valueon theIPv4 Internettodayis 1500bytes,sothese
tunnelswill almostalwayshave MTUs of 1480and1476(or 1472)bytesrespectively.
Finally, many tunnel interfaces(notablyon BSD systems)usea default MTU of 1280
bytes.Hence,if weconsidertwo consecutivelinks i � 1 andi on thepath,wemaywrite:

PMTU(i ) < PMTU(i � 1)^ PMTU(i ) 2 f 1480; 1476; 1472; 1280g ) Tunnel (A(i ); B (i ))

where Tunnel (A(i ); B (i )) meansthat there is a tunnel betweenA(i ) and B (i ). Of
course,if the tunnel is entirely containedin a portion of the IPv4 Internetwherethe
MTU of all thelinks is higherthan1500,this rulemayfail to detecta tunnel.It mayalso
wrongly detecta link asa tunnelif anIPv6 link is manuallycon�gured to have anMTU
equalto thesevalues.This maybeparticularlycommonin thecaseof 1280bytes,which
is theminimumMTU permittedby the IPv6 speci�cations.TheMTU rule is con�rmed
by experiencein all theIPv6networksonwhichwetested;note,however, thatit will only
�nd a tunnelif its MTU is lower thantheMTU of all previouslinks in thepath.
Rule 2 (DNS) WerepresentDNSlookupswith afunction,N ame() , thatacceptsanIPv4
or IPv6 addressandreturnsthe correspondingDNS name,andtwo functions,Addr 4()
andAddr 6() , that accepta DNS nameandprovide the correspondingIPv4 or IPv6 ad-
dress.If anameof aninterfaceX hasbothanIPv6andanIPv4address,wemaypresume
thatit is dualstackandthatthetwo addressesareits IPv4 andIPv6 address.Formally:

9� j� = Addr 4(N ame(X 6)) ) DualStack(X ) ^ X 4 = �

9� j� = Addr 6(N ame(X 4)) ) DualStack(X ) ^ X 6 = �

Rule 3 (Packet injection) Giventwo IPv4 addressesA4 andB4, if thereis a tunnelbe-
tweenA andB , it is possibleto causeanarbitrary(thoughlimited in size)IPv6packet to
entertheIPv6networkatinterfaceB . Thisis doneby sending,from any routableinterface
Z , anIPv6 packet encapsulatedin anIPv4 packet with sourceanddestinationaddresses
A4 andB4. Becauseits sourceaddressis A4, whenthepacket arrivesat B it will berec-
ognizedasarriving from the tunnelandwill be decapsulatedandprocessedasif it had
beensentby A (seeFigure3(a)).Formally, wemaywrite:

Tunnel (A; B ) ) Z :[A4B4[X 6Y6 payload]] � [X 6Y6 payload]:B

wherethe payloadof the two IPv6 packets is the same.This techniquemay be used
to “inject” an arbitraryIPv6 packet, up to the maximumsizepermittedby the MTU of
the underlyingIPv4 network minus the sizeof the IPv4 header, into the IPv6 network
at interfaceB . We refer to this techniqueaspacket injection andto Z as the injecting
interface. Note that the packet, althoughsentby Z , actuallyentersthe IPv6 network at
interfaceB , and,asfar asthe IPv6 network is concerned,is simply a packet originated



by a nodeon thesamelink asB . Thanksto this technique,the injectinghostmay send
packetsas if it werephysically locatedon the samelink asB ; if the noder to which
B belongsis a router, the injectedpacket will be forwardedasnormal towardsX asif
it hadbeensentby r itself. We thensaythat r is a vantage point. Thanksto this rule,
a singlehostin a singlelocationmayinteractwith andexplore thenetwork asif it were
locatedsimultaneouslyin all thevantagepointsit is awareof. Note,however, thatbecause
it dependson IP spoo�ng,boththis rule andRules4, 5, 6 and7 which dependon it, will
notwork if thenetwork in whichB is locatedmakesuseof ingress�ltering.

(a) (b)

Figure 3 (a) Packet injection:a spoofedIPv4 packet is sentto a tunnelendpoint,is pro-
cessedasif it hadbeensentby theotherendpoint,andis forwardedto its destination.(b)
An IPv6 echo-requestpacket is injected.Thedestinationreplieswith anIPv6 echo-reply
addressedto thesourceaddressof theencapsulatedpacket.

Rule 4 (Fragment injection) IPv6 packetsinjectedusingthepacket injectiontechnique
describedin Rule3 arelimited in sizeto theMTU of theunderlyingIPv4network minus
the size of the encapsulatingheaders.However, it is possibleto inject a larger packet
by fragmentingthe IPv4 packet which encapsulatesit. For example,supposethepacket
[A4B4[X 6Y6 payload]] is fragmentedby theIPv4 network into two IPv4 packetsf 1 and
f 2. Uponarrival at B , thepacket will bereassembled(resultingin anIPv4 packet larger
thantheMTU of theIPv4 network) andwill beprocessedaccordingto Rule3:

Tunnel (A; B ) ^ f 1 of 2 = [A4B4[X 6Y6 payload]] ) Z :f 1 ^ Z :f 2 � [X 6Y6 payload]:B

This rulepermitsa hostto useany vantagepoint r to inject IPv6packetsof arbitrarysize
from r asif it hada direct native connectionto r . It is particularlyuseful in the search
for tunnels:for example,by combiningthis rulewith Rule1, wemayperformPathMTU
discovery from thenodehaving interfaceB .

Rule 5 (Injected ping) Giventwo IPv4 addressesA4 andB4, it is possibleto determine
whetherthereis a tunnel T = hA; B i by applying Rule 3, with X 6 = Z6, to inject
an echorequestpacket addressedto any routableinterfaceY . The packet will arrive at
interfaceB ; if thereis no tunnelbetweenA andB , it will bediscarded.Otherwise,it will



beforwardedto its destinationY , whichwill replywith anechoreplymessageaddressed
to Z6. If theinjectinghostreceivesareply, thereis atunnel(Figure3(b)).Moreformally,

Z :[A4B4[Z6Y6 echo-request]] � [Y6Z6 echo-reply]:Z ) Tunnel (A; B )

Rule 6 (Dying packet) Givena tunnelT = hA; B i , it is possibleto determinetheIPv6
addressB6 of thetunneldestinationby injectinga packet with theIPv6 Hop Limit �eld
setto 1.BecauseIPv6-in-IPv4tunnelsaremodeledas“single-hop”,thepacketwill appear
at interfaceB without ever having beenprocessedby an IPv6 router, andthuswith the
contentsof theHopLimit �eld intact.Uponarrival at interfaceB , however, theHopLimit
of the packet will be decrementedto zero.The resulting“time exceeded”messagewill
arrive at Z andtheinjectinghostmaydetermineB6 by examiningits sourceaddress[5,
section2.2].Statingthis in termsof a rule,we have:

Z :[A4B4[Z6X 6 HL=1]] � [Y6Z6 time exceeded]:Z ) B6 = Y6

If the tunnel is bidirectional,it is possibleto determinethe IPv6 addressof the other
endpointsimplyby exchangingA4 andB4.
Rule 7 (Ping-pongpacket) Rule6 doesnot allow us to determinethe IPv6 addressA6

of the tunnelsourceif the tunnel is not bidirectional.However, it is frequentlypossible
to determineit by othermeans.SupposethetunnelhasanIPv6 pre�x T associatedwith
it. Any IPv6 addressin T will be routedtowardsthe tunnel,andeachtunnelendpoint
will routethroughthe tunnelall addressesin T exceptits own. Thus,if we useRule 5
to inject an echorequestpacket with a Hop Limit of 2 anddestinationaddressX 6 in T
but not equalto B6, thepacket will reachB andbesentbackthroughthetunnelto A. If
X 6 = A6, thentheinjectinghostwill receiveanechoreply. Otherwise� , it will receivea
“time exceeded”messagewith sourceaddressA6. In bothcases,it obtainsA6.

It is simpleto determinea suitablevaluefor X 6: thelengthof T mustbeat most127,
becauseotherwiseA6 andB6 cannotbothbein T . So,whatever thelengthof T , B6 � 1
(wherethesigndependsonwhetherB6 is evenor odd)is alwaysin T . Sowemaywrite:

Z :[A4B4[Z6X 6 echo-request,HL=2]] � [X 6Z6 echo-reply]:Z ) A6 = X 6

Z :[A4B4[Z6X 6 echo-request,HL=2]] � [Y6Z6 timeexceeded]:Z ) A6 = Y6

where

X 6 =
�

B6 + 1 if B6 is even
B6 � 1 if B6 is odd

Notethat if thetunnelinterfacesareunnumbered,A6 andB6 arenoton thesamesubnet
andthis ruledoesnotapply.
Rule 8 (Bouncingpacket) Considerthe pathfrom someinterfaceZ to someother in-
terfaceW . An IPv6 traceroutefrom Z to W allows usto determinethesequenceB 6(i ),
wherei = 1: : : n is the i-th link in thepath,but it doesnot allow us to determineA6(i )
for any i . However, Z mayusetheIPv6 Routingheaderto senda packet to B (i ) which

� If subnet-routeranycastaddressesareused,X 6 maybelongto thesamerouterasB 6 . However, theinjecting
hostmay determineif that is the casesimply by sending[A 4B 4 [Z6X 6 echo-request,HL=1] andseeingif B
respondswith anechoreplyor a time exceeded.If it respondswith anechoreply, thensubnet-routeranycastis
active, sothesubnetis at leasta /126.TheinjectinghostcanthenchooseX 6 asanotheraddressin thesubnet.



is routedbacktowardsitself; if the Hop Limit HL of this packet is set to the appropri-
atevalue,thepacket will expire on interfaceA(i ) andZ will receive a “time exceeded”
messagewith sourceaddressA6(i ). Therequiredvalueof HL is notnecessarilyi + 1, as
thepathtakenby a packet [Z6B6(i )] maynot bea subpathof thepathtakenby a packet
[Z6W6]. However, HL maybedeterminedby addingoneto thedistancex betweenZ and
B (i ), whichcanbemeasured,for example,by runninga traceroutefrom Z to B 6(i ).

In thepresenceof asymmetricrouting, this maynot provide A6(i ), becausethepath
from B (i ) to Z maynot be thesameasthepathfrom Z to B (i ). This problemmaybe
partially overcomeby settingthepacket's destinationnot to Z6 but to a previoushopon
thepath,to reducetheeffectsof routeasymmetry. As ICMPv6 speci�es[5, section2.2]
that if the packet is sentto B6(i � 1), the sourceaddressof theerror messagemustbe
B6(i � 1) andnotA6(i ), Z maysetthedestinationaddressto B6(i � 2) � . Moreformally,

Z :[Z6B6(i )B6(i � 2) HL=x + 1] � [Y6Z6 time-exceeded]:Z ) A6(i ) = Y6

where[Z6B6(i )B6(i � 2)] indicatesapacketsourceroutedthroughB6(i ) with destination
B6(i � 2). While this rule appliesto any link, including tunnels,it is particularlyuseful
whencombinedwith Rule2 to determinetunnelendpointsgivenpathinformation;if the
IPv4 addressesof thetunnelendpointsareknown, thenRules6 and7 aremoreeffective.

4. A tunnel discovery tool

In this sectionwe describeTunneltrace , a tunneldiscovery tool we have developedto
testthetechniquesintroducedin Section3. AlthoughTunneltrace is not intendedto be
the main contribution of our work, which we believe lies in the techniquesthemselves,
we discussit hereasan exampleof their application.Tunneltrace attemptsto detect
andcollect informationabouttunnelsin thepathbetweentheexploring hostanda user-
speci�ed destination.Of course,by applyingRule 4, in principle it is possible,given a
suf�cient numberof vantagepoints,to �nd tunnelsin theentirenetwork.

Thestrategy followedby Tunneltrace is simple:performatracerouteto thedestina-
tion host,andfor eachlink i attemptto discoverif it is atunnel.If it is, attemptto discover
theIPv4addressesof theendpoints,con�rm thetunnel'spresence,anduseit asavantage
point to exploretherestof thepath.

Speci�cally, for eachhop in the tracerouteB6(i ), Tunneltrace �rst appliesRule1
to determinewhetherlink i is a tunnel.If so, it attemptsto obtaininformationaboutits
endpointsin thefollowing way: �rst, it attemptsto obtaintheIPv6addressof theprevious
hop's sendinginterface,A6(i ), usingRule 8; then, it usesRule 2 to attemptto obtain
A4(i ) andB4(i ), andif it succeeds,it attemptsto con�rm thepresenceof thetunnelusing
Rule5; �nally , it veri�es the informationcollectedby usingRules6 and7. If thetunnel
is con�rmed, it is usedasa vantagepoint to exploretherestof thepath.

If Rule 2 doesnot provide enoughinformationto usethe tunnelasa vantagepoint,
Tunneltrace combinesit with heuristicson DNS names,attemptingto performpiece-

� This maystill provide incorrectresults,becausetheasymmetrymaybelocatedbetweenB (i ) andB (i � 2).
If greateraccuracy is desired,the inferredvalueof A 6(i ) canbecomparedwith B 6(i ) andacceptedonly if it
is on thesamesubnet;however, this will causefalsenegativesfor unnumberedlinks.



Date TotalTunnels Up Down Oneendpoint Bothendpoints
unknown to DNS unknown to DNS

2003-06-13 4334 998 1479 1328 529

2003-06-23 4319 1058 1394 1333 534

2003-07-18 4202 998 1322 1342 540

2003-08-07 4197 1046 1345 1316 490

Table 2 Statusof tunnelsin the6boneregistry

wisematchingasproposedin [17], and,if thenamecontainsstringssuchas“v6-”, “ip6.”,
or “ipv6.”, repeatingtheDNSlookupafterremoving them.

Tunneltrace alsoexaminesnameslooking for stringsthat suggestthe presenceof
tunnels(suchas“tunnel” or “tu”), queriesthe6boneregistry to checkwhetherthenode
is a known tunnelendpoint,andperformsAS lookups:if theIPv4 addressof a nodeis in
a differentAS asits IPv6 address,or if thehopsbeforeandafterthenodearein different
ASsasthenodeitself, thenodemaybetheendpointof aninterdomaintunnel.In all these
cases,Tunneltrace reportsthata tunnelmight bepresent.

For eachhop,Tunneltrace alsooutputsinformationsuchasthe IPv6 address(and
DNSnameandAS number)of theansweringinterfaceB 6(i ) andwhethertheinterfaceis
dualstack.It alsoprovidesthis informationaboutthesendinginterfacesA(i ).

5. Experimental results

The6boneprovidesausefulexperimentaltestbedfor ourwork, asdataontunnelsis pub-
licly availablein the6boneregistry. Thus,applyingourtechniquesto the6Bonemayboth
(i) allow usto verify thevalidity of ourtechniques,and(ii) useourtechniquesto checkthe
accuracy of theinformationin theregistry itself. We usedthetunneldataavailablein the
6boneregistry in variousways.Firstly, wecheckedit for consistency, usingDNSlookups
andpacket injectionto determinehow many tunnelsin thetunneldatabaseactuallyexist.
Secondly, we usedit asa large list of tunnelsagainstwhich to checkthevalidity of our
tunneldiscoverytechniques.Finally, weusedthelist of existingtunnelsasvantagepoints
from which to searchfor tunnelsin theIPv6 Internetat large.

5.1 Statusof the 6boneregistry

We have analyzedthe6boneregistry a numberof timesover a two-monthperiodto de-
termineto whatdegreethe informationon tunnelsit containsis accurateandup-to-date.
For every tunnel,the registry containsthe DNS namesor IPv4 addressesof the tunnel
endpoints,alongwith otherinformation.We processonetunnelat a time,andattemptto
resolve theDNS hostnamesof thetunnelendpointsto IP addresses.If bothnamescanbe
translatedto IPv4 addresses,we useRule 5 to determinewhetherthe tunnel is actually
working.Theresultsof ouranalysisarein Table2.

Ourresultsshow thatalmosthalf of all tunnelrecordsin theregistryhaveinvalid DNS
namesfor oneor bothendpointsandthereforeareeitheroutof dateor referto tunnelsthat
no longerexist. Aboutaquarterof therecordsareworkingtunnels.A furtherthird donot



permitpacket injection.While someof thesemaybeGREtunnelsand/orhaveendpoints
locatedin networksthatemploy ingress�ltering, we expectmostof themto beinactive:
our MTU survey resultsindicatethatGREtunnelsaremuchlesscommonthanIPv6-in-
IPv4tunnels,andasthemajorityof tunnelsin the6boneregistryareinterdomaintunnels,
it is unlikely that ingress�ltering hasany signi�cant impacton theresults.Furtherstudy
of theseundecidedcaseswould allow thedevelopmentof a tool which couldmonitorall
aspectsof thequalityof a tunnelregistry.

As regardsvariationover time, notwithstandingtheshorttime window in which our
observationsweremade,our resultsindicatethat the 6boneregistry is fairly static,and
thatthequalityof tunneldatais marginally improving: thepercentageof workingtunnels
increasedfrom 23.4%on2003-06-13to 24.9%on2003-08-07.This is dueto thefactthat
thetotal numberof tunnelsis decreasing,possiblybecauseof the6bonephaseout[10].

5.2 Rule validity data

Thelargenumberof working tunnelsprovidedby the6boneregistryallowsusto validate
our tunnel discovery techniquesagainstknown data:oncea tunnel is con�rmed using
Rule5, we maycheckthevalidity of Rules2, 4, 6, and7. Usingthe2003-08-07dataset,
we checked whethertheserulesappliedto the tunnelsin the registry that we hadcon-
�rmed to beworking.Of a total sampleof 1046tunnels,we foundthatRule4 (Fragment
Injection)appliedto 999tunnels(95.5%)andRule6 (Dying packet)appliedto 1013tun-
nels(96.8%).Rule 7 wastestedonly on tunnelsthat did not permit packet injection in
both directions,becausefor these,Rule 6 is muchmoreeffective. Of 218 tunnelsthat
werenotbidirectional,Rule7 appliedto 151(69.2%).Together, Rules6 and7 allowedus
to determinebothIPv6 endpointsfor 963tunnels(92.1%).

Rule2 (DNS) wassigni�cantly lessuseful:of the963tunnelsfor whichwe knew the
IPv6 addressesof bothendpoints,it appliedto oneendpointin 169cases(17.5%),andto
bothendpointsin only 6 cases(0.6%).Thoughits utility is ratherlimited,wefeelthatasit
is probablythemostobviousof our techniques,ourwork would notbecompletewithout
discussingit anddeterminingits degreeof usefulness.Clearly, the techniquesthatmake
useof activeprobingproducesigni�cantly betterresultsthancanbeobtainedby querying
onlinesourcesof informationsuchasthe6boneregistryor theDNS.

5.3 MTU survey

The large numberof vantagepointsobtainedfrom the 6boneregistry allows us to use
third-partyexplorationto evaluatetheimpactof tunnelsin asizableportionof theIPv6In-
ternet.Usingasampleof 995vantagepointsin 92differentAutonomousSystems(AS's;
for comparison,the total numberof AS's which announceIPv6 routesis approximately
450),we appliedRule4 to performPathMTU discovery from eachvantagepoint to ev-
ery pre�x in the IPv6 routing table.By applyingRule 1, we may deducewhich paths
containoneor moretunnelsandwhich arenative.Theresultsof our analysis,excluding
connectivity errors,arein Table3.

We notethat the mostcommonMTU is 1480bytes,that of an IPv6-in-IPv4tunnel,
followedby 1280,theminimumIPv6 MTU, which indicatesthatat leastonelink in the
pathhasa MTU of 1280bytes(probablyanIPv6-in-IPv4tunnelon a BSD system).The



MTU value Numberof paths Percentage

1480 150946 39.4%

1280 138358 36.1%

1476 44404 11.6%

1500 31525 8.2%

1428 13619 3.6%

Other 4104 1.1%

Total 382956 100.0%

Table 3 PathMTU valuesfrom vantagepointsto theInternet

pathswith an MTU of 1476are probablydue to GRE tunnels,while the pathswith a
MTU of 1428maybedueto encapsulationof IPv6 in a L2TP VPN. Native paths(those
with a MTU of 1500) make up only 8.2% of all the pathswe surveyed. A relatively
low percentageof native pathsis to be expected,given the fact that our vantagepoints
are tunnelendpoints,andeachprobablyreachessomepercentageof probablyreached
throughthetunnelitself; neverthelesstheseresultsallow usto af�rm thatthepercentage
of nativepathsin theIPv6 Internetis still quitelow.

5.4 Surveyof “nati ve” IPv6 networks: how native is native?

So far we have observed the IPv6 Internetthroughvantagepoints that are tunnelend-
points.Sincethesemaybelocatedin portionsof thenetwork thataredensein tunnels,we
conducteda survey from hostsinsidetwo native IPv6 networks,onein theGARR native
IPv6 network andoneat RIPENCC, to discover how tunneled“native” networksreally
are.Fromeachhostwe measuredthePathMTU to every pre�x in theglobal IPv6 BGP
tableandappliedRule1 to determinewhetherthepathto eachpre�x containedat least
onetunnel.We found that of 417 pre�xesin the BGP tableat the time of the analysis,
theGARR network reachedat least262 (62.8%)throughtunnels,while theRIPENCC
network reachedat least297(71.2%)throughtunnels.

In order to obtain a more completepicture of the effect of tunnelson global IPv6
connectivity, we repeatedthe experimentfrom the “test-boxes” deployedworldwide by
RIPE NCC aspart of the TestTraf�c Measurementsservice.About 100 test-boxesare
currentlyactive,of which16have IPv6 connections.Thesamepre�xeswereusedfor all
test-boxes;sincenotall test-boxescouldreachall pre�xes,pre�xesthatwereunreachable
from a particulartest-boxwereremovedfrom its list soasnot to affect theresults.

Our resultsare in Figure4. As canbe seenfrom the graph,threeof the test-boxes
reachedalmost100%of the pre�xesthroughtunnels,from which we deducethat they
arelocatedin networkswhich do not have a native IPv6 connection;theothersreached
between63.7%and92.3%of all IPv6 pre�xesthroughtunnels(the columnlabeled“tt
averageA-P” provides an averagefor all 16 test-boxes,while the column labeled“tt
averageE-P” providestheaverageof all natively connectedtest-boxes).Theresultsshow
that global IPv6 connectivity still relies largely on tunnels,even when observed from
a native IPv6 network. However, we notethat therearenon-trivial differencesbetween



Figure4 Percentageof tunneledpre�xesseenby TTM test-boxesandtwo nativesites.

the percentageof native destinationsreachedby the varioustest-boxes,indicating that
measurementssuchastheseoffer a goodindicationof thequality of anIPv6network.

6. Conclusions

We have introducedseveral techniquesto infer the existenceof IPv6-in-IPv4 tunnels,
to con�rm their existence,andto collect informationabouttheir endpoints,outlining a
strategy for tunneldiscovery alonga pathandshowing how it is possibleto usetunnels
as”vantagepoints” to inject packetsinto the network at multiple locations,performing
third-partyexplorationandscalingup thediscoveryprocess.

By applyingour techniquesto the6boneregistry, we wereableto assessto whatde-
greeit is coherentwith the actualstateof the network, showing that almosthalf of the
informationontunnelsis outof date,but thatat leastonequarterof tunnelspresentis still
functioning.Theinformationin the6boneregistryalsoallowedusto verify thevalidity of
our techniques,showing that thosewhich make useof active probingarevery effective,
providing resultsfor over90%of thetunnelsin theregistrywe wereableto makeuseof.

We usedour techniquesto provide the�rst experimentaldataon thepresenceof tun-
nelsin the IPv6 Internet,by measuringthepercentageof IPv6 pre�xesreachedthrough
tunnelsfrom thenativeGARRandRIPENCCnetworksandfrom the16 IPv6 test-boxes
deployedworldwideby theRIPENCC aspartof theTestTraf�c Measurementsservice.
All thenetworkswe testedreachedlessthan40%of IPv6 pre�xesnatively, showing that
globalIPv6 connectivity still relieslargelyon tunnels.

Notethatour techniquesexpose,andmakeuseof, securityproblemsinherentin IPv6-
in-IPv4tunnels,whichdonotuseany form of authenticationexceptthesourceaddressof
theIPv4 packet.This allows any hostto inject packetsinto any IPv6 network in which it
knows theIPv4 addressesof theendpointsof a tunnel,with securityimplicationssimilar
to thoseof sourcerouting.If securityis a factor, we recommendtheuseof native links,
or, if this is notpossible,of GREtunnels[13] or keyedGREtunnels.
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