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Abstract

Tunnelsarewidely usedto improve securityandto expandnetworks without having to
deploy native infrastructure andplay animportantrole in the migrationto IPv6. In this
papemeintroducea numberof techniqueso detectandcollectinformationabout,|Pv6-
in-IPv4 tunnels.We alsoshov how a known tunnelcanbe usedasa “vantagepoint” to
launchthird-party tunnel-disceery explorations,scalingup the discovery processWe
describeour Tunneltrace tool, whichimplementghe proposedechniquesandvalidate
themby meansof awide experimentatioron the 6bonetunnelednetwork, onthe GARR
network, andthroughthetestboxesdeployedworldwide by the RIPENCC aspartof the
TestTraf c MeasurementService We assesto whatextentéboneregistryinformationis
coherentvith theactualnetwork topology andwe providethe rst experimentatesultson
thecurrentdistribution of IPv6-in-IPv4tunnelsin theInternet,shaving thateven“native”
networksreachmorethan60% of all IPv6 pre x esthroughtunnels.
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1. Intr oduction

Tunnellingconsistsn the encapsulatiomf the pacletsof a network protocolwithin the
pacletsof aseconchetwork protocol,suchthattheformerregardsthelatterasits datalink
layer Becauseof the e xibility it provides, tunnellingis widely usedboth to expand
networks without having to deploy native infrastructure[20, 11] andto improve secu-
rity [14, 12]. Tunnelsplay animportantrole in the migrationto IPv6, andseveraltypes
of IPv6 tunnelsare de ned, including con gured tunnelsand automatictunnels,6to4,
ISATAP, and Teredo;IPv6 may alsouse GRE tunnelsover IPv4. Our resultsshow that
IPv6-in-IPv4tunnelsarevery commonin the Internettoday; we expectthisto betruefor
sometime, aslPv4 network infrastructurewill remainwidely deployedfor mary years.
Tunneldiscovery is the processof automaticallydetectingtunnelsand determining
their endpoints.Similarly to other network discovery problems,its importancederives
from the needfor up-to-dateinformationaboutnetwork topology andfrom the impact

Work partially supportedoy EuropeanCommission6NET (IST-2001-32603and Fet Openproject COSIN
(IST-2001-33555);by "Progetto ALINWEB: Algoritmica per Internete per il Web”, MIUR Programmidi
RicercaScienti cadi RilevantelnteresséNazionale Thiswork wascompletedvhile the rst authorwasvisiting
theRIPENCC.
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Figurel AnIPv6in IPv4tunnelis seerasasinglehopatthelPv6layer, but IPv6 paclets
areencapsulatedndsentasthe payloadof IPv4 pacletsbetweerthetunnelendpoints.

thattopologyis known to have on crucial aspectof network behaior, suchasthe dy-
namicsof routing protocols[15], the scalabilityof multicast[19], the ef cacy of denial-
of-servicecountermeasurd22, 18], andotheraspect®f protocolperformancg21].

From a practicalperspectie, the ability to discover tunnelscanbe usefulin several
scenariosOne exampleis troubleshootingif alink in the tunnel's pathfails, thetunnel
fails,andanlPv6traceroutewill notrevealthesourceof theproblem.Theability to deter
minethatthe failedlink is in atunnel,andpossiblyperforman IPv4 traceroutebetween
thetunnelendpointsyould greatlyaid delugging. Secondlytunnelsareoftenusedasan
interim solutionuntil native IPv6 infrastructureis in place. Tunneldetectiontechniques
provide the meango follow the evolution of the IPv6 Internetfrom its origin asa com-
pletelytunnelednetwork towardsa completelynative network, anddeterminenow much
hasto be doneto completethe migrationto native IPv6. They canalsoprovide insights
into the structureof the network itself: for example,asthe costof atunnelis muchlower
thanthatof a native link, predominantljtunneledregionsmaybe moredenselyintercon-
nectedthan native regions. The knowledgeof thesepropertieswill aid the development
of realisticlPv6topologygeneratorsrinally, tunnelsoffer lower performancéhannative
links andareoften usedasbackuppathsin caseof problemsihe knowledgeof whether
a particularroute containsa tunnelwould allow routing protocolsto prefernative routes.
This is usefulfor Internetserviceprovidersand contentdelivery operatoravho wish to
maximizethe quality of servicethey provide.

Much hasbeenwritten on the topic of IPv4 topologydiscovery, which is usuallyper
formedby interactingwith the network usingprobingpaclets[4, 23] or throughthe ob-
senationof routinginformation,notablyBGPtableg[7], bridgeforwardingtables[2], or
IGP routingtablesobtainedvia SNMP[1]. Thecombinationof theseapproacheandthe
useof advancedechniquehasled to the developmentof toolswhich achieve very good
resultsin relatively little time [23, 1, 7]. However, tunnel discovery differs from other
typesof network discoveryin thatatunnelednetwork is madeup of two distinctnetwork
layer topologiesthatinteract,andthe resultingnetwork is thusa complex “overlay” of
two forwardingplanegFigurel), whosetopologycannotbe deducedsimply by applying
known methodgo explore eachplaneseparatelyThe impactof tunneldiscovery is also



potentiallymore signi cant thanthat of othertypesof topologydiscovery becauseun-
nelsaremoredynamicthanphysicallinks (andcanbe automaticallygenerated8]) and
becausehey canundermineboth performanceasall thelinks in thetunnelappeatto be
asinglehop,andsecurity asthe our techniquedasedn IP spoo ng clearlyillustrate.

A possiblemethodis the use of SNMP queriesto obtaininformationdirectly from
the nodesinvolved. This is impractical:not only doesit requireadministratve accesgo
network equipmentandthuscannotbe usedto discover tunnelsin the Internetat large,
but therequiredMIBs arenotyet nalized [9], andthespeci ¢ tunnelMIB is veryrarely
implementedAnothermethodwasoutlinedin [3], butit doesnotapplyto existinginfras-
tructureandit ervisagesauthenticatioomechanismsandthushasthe samedravbacksas
the useof SNMP In this paper we discussmethodologiedor tunneldiscovery thatdo
not requireadministratve accesgo the network andthus may be appliedto the Internet
in general A limited list of our contributionsis asfollows:

We introducetechniquedo infer the existenceof IPv6-in-IPv4tunnels,con rm the
existenceof inferredtunnels andcollectinformationabouttunnelendpointsWe showv
how a tunnel,oncediscorered,canbe usedasa “vantagepoint” to launchthird-party
tunnel-discoery explorations.

We describelunneltrace ,atool whichusesourtechniqueso detectunnelshetween
avantagepointanda destination.

We validatethe techniqueghroughwide experimentation,rst on the 6bonetunneled
network, thenon native networks accessibléhroughthe GARR network andthe test
boxesdeployedworldwide by the RIPENCC aspartof the TestTraf c Measurements
Service.As a byproductof our experimentationwe areableto assesso what extent
informationin the 6boneregistry is coherentith theactualnetwork topology

Finally, we provide the rst experimentakesultson the currentdistribution of tunnels
in thelnternet,shaving thattunnelsarevery commonandthatthepercentagef native
IPv6 connectvity is still very low.

The paperis organizedasfollows: Section2 brie y providesthe basicde nitions and

notationsusedbothin Section3, whichintroducesandformally describe®ur tunneldis-

coverytechniquesandin Section4, which describesTunneltrace . Section5 describes
our experimentatioranddiscussesur results. We concludein Section6.

2. Preliminary de nitions

Ourde nitions of node link andinterfaceareconsistentvith the IPv6 speci cations[6]:
anodeis a device implementinglPv6, alink is acommunicatiormedium,offeredby an
underlyinglink-layer (or, in the caseof tunnels,network-layer)protocol,over which the
IPv6 protocolmay transmitpaclets,andaninterfaceis a nodes attachmento alink. A
point-to-pointlink is a link to which exactly two interfacesare connectedA dual stak
interfaceis aninterfaceon which both IPv4 andIPv6 are enabled We further (loosely)
de ne aroutableinterfaceasan interfacewhoselPv6 addresdelongsto a pre x which
existsin theglobalroutingtableandcanthusbereachedy any hoston the network.

An IPv6-in-IPv4tunnel T = bA; Bi, is a point-to-pointlink betweentwo dual stack
interfacesA (the tunnelsource) andB (the tunneldestination. We denoterespectiely



with A4 andB 4 andwith Ag andBg the IPv4 andIPv6 addressesf A andB. An IPv6
paclet sentthroughthe tunnelis encapsulateth an IPv4 paclet sentfrom A to B with
sourceaddresses s, anddestinationaddresB 4 andwith the IPv4 Protocol eld setto
41.We represenbidirectionaltunnelsastwo tunnelswith the sameendpointsn inverted
order;thus,if atunnelT = hA; Bi isbidirectionalthenT°= B ; Ai alsoexists.IPv6-in-
IPv4tunnelsaremodeledas“single-hop”[11], thatis, they appeato thelPv6 network as
asinglepoint-to-pointlink which hidesthe complexity of the underlyinglPv4 network.

In the rest of the paper we shall denotea paclet with a pair of squarebraclets
enclosinga sourceaddressa destinationaddressand otherimportant featuresof the
paclet itself. For example,an ICMPv6 echorequestmessagdrom addressX ¢ to ad-
dressYg is written [X¢Ys echo-request Packet encapsulatioris describedby recur
sively using squarebraclets: if the aforementionedPv6 paclet were encapsulatedh
an|Pv4 paclet, it would be written [A4B 4[X 6 Ys echo-requedit To denotethe interface
that originatesor receves a paclet, we prependthe paclet with the interfacefollowed
by a colonor appendto the paclet the interfacea colon followed by the interface,e.g.
X :[X6Ys echo-requekty is a packet sentby interfaceX andreceived by interfaceY .
Finally, if thereceptiorof a paclet causes nodeto emitanothempaclet, we indicatethis
with thesymbol . For example,if anechorequespacletcauses nodeto reply with an
echoreply paclet,we write [X Y echo-reque$t [YeX g echo-reply.

3. Tunnel discovery methods

In this section,we presenta numberof techniqueswe developedto tackle the tunnel
discovery problem.Dependingontheir objective, they maybedividedinto: (i) techniques
to infer theexistenceof tunnels (ii) techniquesgo con rm their existence(iii) techniques
to collectinformationabouttheir endpoints,and (iv) techniquesvhich allow a hostto
interactwith the network asif it werelocatedin a differentplaceto the onein whichit is
actuallylocated(third party exploration techniques)They may further be characterized
accordingto their modeof operation:somequeryknown sourcesof information,others
interactwith the network and obsene the results,performingwhat we may referto as
“active probing”. Eachrule is a suitableblendingof thefollowing basicmethods:

Path MTU discovery The MaximumTransmitUnit (MTU) of a link is the maximum
sizeof a pacletthatmaybetransmittedhroughthelink. ThepathMTU betweertwo
interfacesX andY is the minimum MTU of the links composingthe path between
X andY. PathMTU discovery [16] is a methodthatallows a nodeto determinethe
pathMTU betweeroneof its interfacesandanotheiinterfaceon thenetwork, andthus
obtaininformationon the MTUs of theinterveninglinks. The presencen the pathof
certainMTU valuesmay suggesthepresencef atunnel.

DNS lookups The Domain Name Systemis usedto map IPv4 and IPv6 addresse$o
hostnamesndvice versa.Oftenthe IPv4 andIPv6 addressesf aninterfacehave the
samename;astunnelinterfacesaredual stack,DNS lookupscanprovide information
abouttunnelendpointsDNS queriesalsohelp determindf aninterfaceis dualstack.

IP spoo ng BecauséPv6-in-IPv4tunnelsdonotuseary form of authenticationatunnel
destinationwill acceptan encapsulategaclket sentby ary hostaslong asthe source
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Pacletinjection
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Dying paclet

Ping-pongpaclet
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Bouncingpaclet

Table 1 Classi cationof tunneldiscoverytechniques.

IPv4 addressof the paclet is the IPv4 addresof the tunnelsource.This allows ary
hostto causehetunnelendpointo emitarbitrarylPv6 pacletsby encapsulatinghem
in IPv4 pacletswith spoofedsourceaddresses.

Hop Limit manipulation TheHoplimit eld in thelPv6 headeispeci esthemaximum
numberof routersa packetmaypasshrough.Whenarouterrecevesapacketwith the
HopLimit eld equalto 1it discardst andsendghe paclet's sourceanlCMPV6 error
messagethusrevealingits IPv6 address.

IPv6 Routing header While sourcerouting is prohibitedin the majority of IPv4 net-
works, mary IPv6 routershonorthe IPv6 Routingheaderwhich permitsa hostsend-
ing a paclet to specifya list of nodesthat the paclet is to passthrough.Combined
with Hop Limit manipulation the Routingheadercanbe usefulfor determiningthe
addressesf point-to-pointinterfacesandtunnelinterfacesn particular

Theremainderof this sectionis devotedto a formal presentatiorof the maintechniques
we have devised.Eachtechniqueis expressedy meansof a formal rule, which is iden-
tied by a numberandby a shortname.Table 1 classi esthe rules accordingto their
objective. Althougheachruleis expressedy meanf animplication,the validity of the
implicationis not absolute andin real-world conditionsa rule may fail to apply dueto
nonstandardbehaior, miscon guration,or unexpectedand uncommonnetwork topolo-
gies.Dataon thevalidity of theruleswill beprovidedin section5.

Rule 1 (MTU) Considerthe sequencef links that make up the pathbetweensomein-
terfaceX andsomeotherinterfaceY . We maythink of eachlink asa point-to-pointlink,
becauseachpacletthattraversesalink is sentby exactly oneof theinterfacesonthelink
andis receivedby exactly oneof theinterfacesonthelink . Thus,if we numberthelinks
in the pathprogressiely startingfrom 1, for eachwe mayde ne a sourceinterfaceA(i)
andadestinatiorinterfaceB (i), which have IPv6 addressefs(i) andBg(i) (Figure2).

Let MTU(i) be the MTU of link i. If we can send paclets from X, then we
may usePath MTU discovery [16] to determine for eachlink, the value PMTU(i) =

Thisis usuallythe casefor all paclets, but load-balancingnechanismsr policy routing may causebehaior
thatvariesfrom paclet to paclet.



Figure2 A generidink i in apathwith its associatedéhterfacesA(i) andB (i).

minf MTU(i); PMTU(i  1)g, wherePMTU(1) = MTU(1). Becauseof encapsulation,
theMTU of thetunnelis lessthanthatof theunderlyinglPv4 network by a x edamount
dependingon the tunneltype: 20 bytesfor IPv6-in-IPv4tunnels,24 or 28 for GRE[13]
tunnels.ThemostcommonMTU valueonthelPv4 Internettodayis 1500bytes,sothese
tunnelswill almostalwayshave MTUs of 1480and 1476 (or 1472)bytesrespectiely.
Finally, mary tunnelinterfaces(notably on BSD systems)sea default MTU of 1280
bytes.Hence|f we considertwo consecutielinksi 1 andi onthe path,we maywrite:

PMTU(i) < PMTU(i 1)*PMTU(i) 2 f 1480 1476 1472 1280g) Tunnel (A(i); B (i))

where Tunnel (A(i); B(i)) meansthat thereis a tunnel betweenA(i) and B(i). Of
course,if the tunnelis entirely containedin a portion of the IPv4 Internetwherethe
MTU of all thelinks is higherthan1500,this rule mayfail to detectatunnel.lt mayalso
wrongly detectalink asatunnelif anIPv6 link is manuallycon guredto haveanMTU
equalto thesevalues.This maybe particularlycommonin the caseof 1280bytes,which
is the minimum MTU permittedby the IPv6 speci cations.The MTU rule is con rmed
by experiencen all thelPv6 networksonwhich we testednote,however, thatit will only
nd atunnelif its MTU is lowerthanthe MTU of all previouslinks in the path.

Rule 2 (DNS) WerepresenDNS lookupswith afunction,N ame(), thatacceptan|Pv4
or IPv6 addressandreturnsthe correspondinddNS name,andtwo functions,Addr 4()
andAddrg(), thataccepta DNS nameand provide the correspondindPv4 or IPv6 ad-
dresslf anameof aninterfaceX hasbothanlPv6andanlIPv4addressywe maypresume
thatit is dualstackandthatthetwo addresseareits IPv4 andIPv6 addressFormally:

9 j Addr4(Name(Xg)) ) DualStack(X )" X4 =

9 j Addrg(Name(X,4)) ) DualStack(X )" Xg =

Rule 3 (Packet injection) Giventwo IPv4 addresses 4, andB g, if thereis atunnelbe-
tweenA andB, it is possibleto causeanarbitrary(thoughlimited in size)IPv6 pacletto
enterthelPv6 network atinterfaceB . Thisis doneby sendingfrom arny routableinterface
Z, anlPv6 pacletencapsulateth an|Pv4 paclet with sourceanddestinatioraddresses
A, andB,. Becausats sourceaddresss A4, whenthe paclet arrivesat B it will berec-
ognizedasarriving from the tunnelandwill be decapsulatednd processeasif it had
beensentby A (seeFigure3(a)). Formally, we maywrite:

Tunnel(A; B) ) Z:JA4B4[XsYs payload] [XeYs payload:B

wherethe payloadof the two IPv6 pacletsis the same.This techniquemay be used
to “inject” anarbitrary IPv6 paclet, up to the maximumsize permittedby the MTU of
the underlyingIPv4 network minusthe size of the IPv4 headerinto the IPv6 network
at interfaceB . We refer to this techniqueas padket injection andto Z asthe injecting
interface Note thatthe paclet, althoughsentby Z, actually entersthe IPv6 network at
interfaceB, and,asfar asthe IPv6 network is concernedis simply a paclet originated



by a nodeon the samelink asB . Thanksto this techniquetheinjectinghostmay send
pacletsasif it were physicallylocatedon the samelink asB; if the noder to which
B belongsis a router, the injectedpaclet will be forwardedasnormaltowardsX asif
it had beensentby r itself. We thensaythatr is a vantage point Thanksto this rule,
asinglehostin a singlelocationmayinteractwith andexplore the network asif it were
locatedsimultaneouslyn all thevantagepointsit is awareof. Note,however, thatbecause
it depend®n IP spoo ng, boththis rule andRules4, 5, 6 and7 which dependbniit, will
notwork if thenetwork in which B is locatedmakesuseof ingressltering.

@) (b)

Figure 3 (a) Packetinjection: a spoofedPv4 pacletis sentto a tunnelendpoint,is pro-
cesseasif it hadbeensentby the otherendpoint,andis forwardedto its destination(b)
An IPv6 echo-requegbacletis injected. The destinatiorreplieswith anIPv6 echo-reply
addressetb the sourceaddres®f theencapsulategaclet.

Rule 4 (Fragmentinjection) IPv6 pacletsinjectedusingthe paclketinjectiontechnique
describedn Rule3 arelimited in sizeto theMTU of theunderlyinglPv4 network minus
the size of the encapsulatindieadersHowever, it is possibleto inject a larger paclet
by fragmentingthe IPv4 paclet which encapsulate#. For example,supposéehe paclet
[A4B4[X 6Ye payload] is fragmenteddy the IPv4 network into two IPv4 pacletsf ; and
f,. Uponarrival at B, the pacletwill bereassemble¢resultingin anlPv4 pacletlarger
thanthe MTU of thelPv4 network) andwill beprocesse@ccordingo Rule 3:

Tunnel(A; B) ™ f1of, = [A4B4[XsYs payload]) Z:f1” Z:f, [XeYes payload:B

Thisrule permitsa hostto useary vantagepointr to inject IPv6 pacletsof arbitrarysize
from r asif it hada direct native connectionto r. It is particularlyusefulin the search
for tunnels:for example by combiningthis rule with Rule 1, we may performPathMTU
discovery from thenodehaving interfaceB.

Rule 5 (Injected ping) Giventwo IPv4 addresses 4, andB,, it is possibleto determine
whetherthereis atunnel T = bA; Bi by applying Rule 3, with X = Zg, to inject
an echorequestpaclet addressedo ary routableinterfaceY . The paclet will arrive at
interfaceB ; if thereis notunnelbetweerA andB, it will bediscardedOtherwise;jt will



beforwardedto its destinationy , which will reply with anechoreply messagaddressed
to Zg. If theinjectinghostrecevesareply, thereis atunnel(Figure3(b)). More formally,

Z:[A4B4[Z6Ys echo-requelt [YesZes echo-reply:Z ) Tunnel(A; B)

Rule 6 (Dying packet) GivenatunnelT = hA; Bi, it is possibleto determinghe IPv6
addres®B¢ of thetunneldestinationby injecting a paclet with the IPv6 Hop Limit eld
setto 1. BecauséPv6-in-IPv4tunnelsaremodeledas”single-hop”,thepaclketwill appear
atinterfaceB without ever having beenprocessedby an IPv6 router, andthuswith the
contentof theHopLimit eld intact.Uponarrival atinterfaceB , however, theHop Limit
of the paclet will be decrementedio zero. The resulting“time exceeded’messagavill
arrive at Z andtheinjectinghostmaydetermineB g by examiningits sourceaddresgb,
section2.2]. Statingthisin termsof arule,we have:

Z:[A4B4[ZGX6 HL=1]] [YGZG timeexceedeﬂjZ ) Bs = Ys

If the tunnelis bidirectional,it is possibleto determinethe IPv6 addresof the other
endpointsimply by exchangingA 4 andB 4.
Rule 7 (Ping-pongpacket) Rule 6 doesnot allow usto determinethe IPv6 addressA g
of the tunnelsourceif the tunnelis not bidirectional.However, it is frequentlypossible
to determinet by othermeansSupposehetunnelhasanIPv6 pre x T associatedvith
it. Any IPv6 addressn T will be routedtowardsthe tunnel,and eachtunnelendpoint
will routethroughthe tunnelall addresseth T exceptits own. Thus,if we useRule 5
to inject an echorequestpacket with a Hop Limit of 2 anddestinationaddress<g in T
but not equalto Bg, the pacletwill reachB andbe sentbackthroughthetunnelto A. If
Xs = Ag, thentheinjectinghostwill receize anechoreply. Otherwise, it will recevea
“time exceeded’'messag&vith sourceaddres®\¢. In bothcasesit obtainsAg.

It is simpleto determinea suitablevaluefor X ¢: thelengthof T mustbeatmost127,
becaus®therwiseAg andBg cannotbothbein T. So,whateverthelengthof T,Bg 1
(wherethe signdepend®nwhetherBg is evenor odd)is alwaysin T. Sowe maywrite:

Z:[A4B4[Z6X s echo-request,HLIR [XsZe echo-reply.Z ) As= X
Z:[A4B4[Z6X echo-request,HLIP [YeZgs timeexceedellZ ) Ag= Yo

where

Bg+ 1 if Bgiseven

Beg 1 if Be is odd

Notethatif thetunnelinterfacesareunnumberedAg andBg arenoton the samesubnet
andthisrule doesnot apply.

Rule 8 (Bouncing packet) Considerthe pathfrom someinterfaceZ to someotherin-
terfaceW . An IPv6 traceroutdrom Z to W allows usto determinethe sequenc@ (i),
wherei = 1:::n isthei-th link in the path,but it doesnot allow usto determineAg(i)
for ary i. However, Z may usethe IPv6 Routingheaderto senda pacletto B (i) which

X6=

If subnet-routearycastaddresseareused, X ¢ may belongto the samerouterasB . However, theinjecting
hostmay determineif thatis the casesimply by sending[A 4B 4[ZsX 6 echo-request,HL3land seeingif B
respondsvith anechoreply or atime exceededlf it respondsvith anechoreply, thensubnet-routearycastis
actve, sothe subnets atleasta/126. TheinjectinghostcanthenchooseX ¢ asanotheraddressn the subnet.



is routedbacktowardsitself; if the Hop Limit HL of this paclet is setto the appropri-
atevalue,the paclet will expire oninterfaceA(i) andZ will receve a“time exceeded”
messageavith sourceaddres®#g(i). Therequiredvalueof HL is notnecessarily + 1, as
the pathtakenby a paclet[ZgBg(i)] maynot be a subpathof the pathtaken by a paclet
[Z6W5]. However, HL maybedeterminedy addingoneto thedistancex betweerZ and
B (i), which canbe measuredfor example, by runningatraceroutdrom Z to B(i).

In the presencef asymmetricouting, this may not provide Ag(i), becausehe path
from B (i) to Z may not be the sameasthe pathfrom Z to B (i). This problemmay be
partially overcomeby settingthe paclet's destinatiomot to Zg but to a previoushopon
the path,to reducethe effectsof routeasymmetryAs ICMPV6 speci es[5 section2.2]
thatif the pacletis sentto Bg(i 1), the sourceaddresof the error messagenustbe
Be(i 1) andnotAg(i), Z maysetthedestinatioraddressoBg(i  2) . Moreformally,

Z:JZgBg(i)Be(i 2)HL=x+ 1] [YeZetime-exceedetlZz ) Ag(i) = Vs

where[ZgBg(i)Bg(i  2)] indicatesapacketsourceroutedthroughB (i) with destination
Bgs(i  2). While this rule appliesto ary link, includingtunnelsiit is particularlyuseful
whencombinedwith Rule 2 to determingunnelendpointggivenpathinformation;if the
IPv4 addressesf the tunnelendpointsareknown, thenRules6 and7 aremoreeffective.

4. A tunnel discovery tool

In this sectionwe describeTunneltrace , atunneldiscovery tool we have developedto
testthetechniquesntroducedn Section3. AlthoughTunneltrace is notintendedo be
the main contribution of our work, which we believe lies in the techniqguegshemseles,
we discussit hereasan exampleof their application.Tunneltrace attemptsto detect
andcollectinformationabouttunnelsin the pathbetweenthe exploring hostanda user
speci ed destination Of course by applyingRule 4, in principleit is possible givena
sufcient numberof vantagepoints,to nd tunnelsin theentirenetwork.

Thestrateyy followedby Tunneltrace is simple:performatraceroutdo thedestina-
tion host,andfor eachlink i attemptto discoverif it isatunnel.If it is, attempto discover
thelPv4 addressesf theendpointscon rm thetunnel's presenceanduseit asavantage
pointto exploretherestof thepath.

Speci cally, for eachhopin thetracerouteBg(i), Tunneltrace rst appliesRule 1
to determinewhetherlink i is a tunnel.If so,it attemptsto obtaininformationaboutits
endpointsn thefollowing way: rst, it attemptgo obtainthelPv6 addres®f theprevious
hop's sendinginterface,Ag(i), using Rule 8; then, it usesRule 2 to attemptto obtain
A4(i) andB4(i), andif it succeedst attemptgo con rm thepresencef thetunnelusing
Rule5; nally, it veri es theinformationcollectedby usingRules6 and7. If thetunnel
is con rmed, it is usedasa vantagepointto exploretherestof the path.

If Rule 2 doesnot provide enoughinformationto usethe tunnelasa vantagepoint,
Tunneltrace combinest with heuristicson DNS namesattemptingto performpiece-

This may still provide incorrectresults becausehe asymmetrymay belocatedbetweerB (i) andB (i 2).
If greateraccurag is desiredtheinferredvalueof Ag(i) canbecomparedvith Bg(i) andacceptednly if it
is onthe samesubnethowever, thiswill causealsenegativesfor unnumberedinks.



Date Total Tunnels  Up Down Oneendpoint Both endpoints
unknavn to DNS  unknavn to DNS

2003-06-13 4334 998 1479 1328 529
2003-06-23 4319 1058 1394 1333 534
2003-07-18 4202 998 1322 1342 540
2003-08-07 4197 1046 1345 1316 490

Table 2 Statusof tunnelsin the 6boneregistry

wisematchingasproposedn [17], and,if thenamecontainsstringssuchas“v6-", “ip6.”,
or “ipv6.”, repeatinghe DNS lookup afterremoving them.

Tunneltrace alsoexaminesnamedooking for stringsthat suggesthe presenceof
tunnels(suchas“tunnel” or “tu”), queriesthe 6boneregistry to checkwhetherthe node
is aknown tunnelendpointandperformsAS lookups:if thelPv4 addresof anodeis in
adifferentAS asits IPv6 addressor if the hopsbeforeandafterthe nodearein different
ASsasthenodeitself, thenodemaybetheendpointof aninterdomairtunnel.In all these
casesTunneltrace reportsthatatunnelmightbepresent.

For eachhop, Tunneltrace alsooutputsinformationsuchasthe IPv6 addresgand
DNS nameandAS number)of theansweringnterfaceB (i) andwhethertheinterfaceis
dualstack.lt alsoprovidesthis informationaboutthe sendingnterfacesA(i).

5. Experimental results

The 6boneprovidesa usefulexperimentatestbedor ourwork, asdataontunnelsis pub-
licly availablein the6boneregistry. Thus,applyingourtechniqueso the6Bonemayboth
(i) allow usto verify thevalidity of ourtechniquesand(ii) useourtechniqueso checkthe
accurag of theinformationin theregistry itself. We usedthe tunneldataavailablein the
6boneregistryin variousways.Firstly, we checledit for consisteng, usingDNS lookups
andpacletinjectionto determinehow mary tunnelsin thetunneldatabaseactuallyexist.
Secondlywe usedit asa largelist of tunnelsagainstwhich to checkthe validity of our
tunneldiscorerytechniquesFinally, we usedthelist of existing tunnelsasvantagepoints
from whichto searchor tunnelsin the IPv6 Internetatlarge.

5.1 Statusof the 6boneregistry

We have analyzedhe 6boneregistry a numberof timesover a two-monthperiodto de-
termineto what degreethe informationon tunnelsit containsis accurateandup-to-date.
For every tunnel, the registry containsthe DNS namesor IPv4 addressesf the tunnel
endpointsalongwith otherinformation.We procesonetunnelat atime, andattemptto
resole the DNS hostnamesf thetunnelendpointgo IP addressedf bothnamesanbe
translatedo IPv4 addressesye useRule 5 to determinewhetherthe tunnelis actually
working. Theresultsof ouranalysisarein Table2.

Ourresultsshav thatalmosthalf of all tunnelrecordsn theregistry have invalid DNS
namedor oneor bothendpointandthereforeareeitherout of dateor referto tunnelsthat
no longerexist. Abouta quarterof therecordsareworking tunnels A furtherthird do not



permitpacletinjection.While someof thesemaybe GRE tunnelsand/orhave endpoints
locatedin networksthatemploy ingressltering, we expectmostof themto beinactive:
our MTU surwey resultsindicatethat GRE tunnelsaremuchlesscommonthan|Pv6-in-
IPv4tunnels,andasthemajority of tunnelsin the 6boneregistry areinterdomairtunnels,
it is unlikely thatingressltering hasary signi cant impacton the results.Furtherstudy
of theseundecidedtasesvould allow the developmentof atool which could monitorall
aspectof the quality of atunnelregistry.

As regardsvariationover time, notwithstandinghe shorttime window in which our
obsenationswere made,our resultsindicatethat the 6boneregistry is fairly static,and
thatthe quality of tunneldatais marminally improving: thepercentagef working tunnels
increasedrom 23.4%on 2003-06-130 24.9%0n 2003-08-07This is dueto thefactthat
thetotal numberof tunnelsis decreasingpossiblybecausef the 6bonephaseoufl10].

5.2 Rulevalidity data

Thelargenumberof working tunnelsprovidedby the 6boneregistry allows usto validate
our tunnel discovery techniquesagainstknown data:oncea tunnelis con rmed using
Rule 5, we may checkthe validity of Rules2, 4, 6, and7. Usingthe 2003-08-07dataset,
we checled whethertheserules appliedto the tunnelsin the registry that we had con-
rmed to beworking. Of atotal sampleof 1046tunnelswe foundthatRule4 (Fragment
Injection)appliedto 999tunnels(95.5%)andRule 6 (Dying paclet) appliedto 1013tun-
nels(96.8%).Rule 7 wastestedonly on tunnelsthat did not permit paclet injectionin
both directions,becausdor these,Rule 6 is much more effective. Of 218 tunnelsthat
werenotbidirectional,Rule 7 appliedto 151(69.2%).TogetherRules6 and7 allowedus
to determineboth IPv6 endpointsor 963tunnels(92.1%).

Rule2 (DNS)wassigni cantly lessuseful:of the 963 tunnelsfor which we knew the
IPv6 addressesf bothendpointsijt appliedto oneendpointin 169caseg17.5%),andto
bothendpointsn only 6 caseg0.6%).Thoughits utility is ratherimited, we feelthatasit
is probablythe mostobviousof ourtechniquespurwork would not be completewithout
discussingt anddeterminingits degreeof usefulnessClearly, the techniqgueshat make
useof active probingproducesigni cantly betterresultsthancanbeobtainedoy querying
online sourceof informationsuchasthe 6boneregistry or the DNS.

5.3 MTU survey

The large numberof vantagepoints obtainedfrom the 6boneregistry allows us to use
third-partyexplorationto evaluatetheimpactof tunnelsin asizableportionof thelPv6 In-
ternet.Usinga sampleof 995 vantagepointsin 92 differentAutonomousSystemgAS's;
for comparisonthe total numberof AS's which announcdPv6 routesis approximately
450),we appliedRule 4 to performPath MTU discovery from eachvantagepoint to ev-
ery pre x in the IPv6 routing table. By applying Rule 1, we may deducewhich paths
containoneor moretunnelsandwhich arenative. Theresultsof our analysisexcluding
connectvity errors,arein Table3.

We notethatthe mostcommonMTU is 1480bytes,that of an IPv6-in-IPv4tunnel,
followed by 1280,the minimumIPv6 MTU, which indicatesthatat leastonelink in the
pathhasa MTU of 1280bytes(probablyan IPv6-in-IPv4tunnelon a BSD system).The



MTU value Numberof paths Percentage

1480 150946 39.4%
1280 138358 36.1%
1476 44404 11.6%
1500 31525 8.2%
1428 13619 3.6%
Other 4104 1.1%
Total 382956 100.0%

Table 3 PathMTU valuesfrom vantagepointsto theInternet

pathswith an MTU of 1476 are probablydueto GRE tunnels,while the pathswith a
MTU of 1428may be dueto encapsulatiomf IPv6in a L2TP VPN. Native paths(those
with a MTU of 1500) make up only 8.2% of all the pathswe suneyed. A relatively
low percentagef native pathsis to be expected given the fact that our vantagepoints
aretunnelendpoints,and eachprobablyreachessomepercentagef probablyreached
throughthe tunnelitself; neverthelessheseresultsallow usto afrm thatthe percentage
of native pathsin theIPv6 Internetis still quitelow.

5.4 Surveyof “native” IPv6 networks: how native is native?

So far we have obsened the IPv6 Internetthroughvantagepointsthat are tunnelend-
points.Sincethesemaybelocatedin portionsof thenetwork thataredensen tunnelswe
conducteda surwey from hostsinsidetwo native IPv6 networks, onein the GARR native
IPv6 network andoneat RIPENCC, to discover how tunneled‘native” networks really
are.Fromeachhostwe measuredhe PathMTU to every pre x in the global IPv6 BGP
tableandappliedRule 1 to determinewhetherthe pathto eachpre x containedat least
onetunnel.We found that of 417 pre xesin the BGP table at the time of the analysis,
the GARR network reachedat least262 (62.8%)throughtunnels,while the RIPENCC
network reachedat least297 (71.2%)throughtunnels.

In orderto obtaina more completepicture of the effect of tunnelson global IPv6
connectvity, we repeatedhe experimentfrom the “test-boes” deployed worldwide by
RIPE NCC aspart of the TestTraf c Measurementservice.About 100 test-boxesare
currentlyactive, of which 16 have IPv6 connectionsThe samepre x eswereusedfor all
test-boxes;sincenotall test-boxescouldreachall pre x es,pre x esthatwereunreachable
from a particulartest-boxwereremovedfrom its list soasnotto affect theresults.

Our resultsarein Figure 4. As canbe seenfrom the graph,threeof the test-boxes
reachedalmost100% of the pre x esthroughtunnels,from which we deducethat they
arelocatedin networks which do not have a native IPv6 connectionthe othersreached
between63.7%and 92.3%of all IPv6 pre x esthroughtunnels(the columnlabeled“tt
averageA-P” provides an averagefor all 16 test-boxes, while the column labeled“tt
averageE-P” providesthe averageof all natively connectedest-boxes).Theresultsshov
that global IPv6 connectvity still relies largely on tunnels,even when obsened from
a native IPv6 network. However, we note thatthereare non-trivial differenceshetween



Figure4 Percentagef tunneledpre x esseerby TTM test-boxesandtwo native sites.

the percentagef native destinationgeachedby the varioustest-boxs, indicating that
measurementsuchastheseoffer agoodindicationof the quality of anIPv6 network.

6. Conclusions

We have introducedseveral techniquedo infer the existenceof IPv6-in-IPv4tunnels,
to con rm their existence,andto collectinformationabouttheir endpointsoutlining a
stratgyy for tunneldiscovery alonga pathandshaving how it is possibleto usetunnels
as’vantagepoints” to inject pacletsinto the network at multiple locations,performing
third-partyexplorationandscalingup the discovery process.

By applyingour techniquedo the 6boneregistry, we wereableto assesso what de-
greeit is coherentwith the actualstateof the network, shaving that almosthalf of the
informationontunnelsis out of date,but thatatleastonequarterof tunnelspresents still
functioning.Theinformationin the 6boneregistry alsoallowedusto verify thevalidity of
our techniquesshaving thatthosewhich make useof active probingarevery effective,
providing resultsfor over 90% of thetunnelsin theregistry we wereableto make useof.

We usedour techniquego provide the rst experimentaldataon the presencef tun-
nelsin the IPv6 Internet,by measuringhe percentag®f IPv6 pre x esreachedhrough
tunnelsfrom the natve GARR andRIPENCC networksandfrom the 16 IPv6 test-boxes
deployedworldwide by the RIPENCC aspartof the TestTraf c Measurementservice.
All the networkswe testedreachedessthan40% of IPv6 pre x esnatively, shaving that
globallPv6 connectvity still relieslargely ontunnels.

Notethatourtechniguegxpose andmake useof, securityproblemsnherentn IPv6-
in-IPv4tunnelswhich do not useary form of authenticatiorexceptthe sourceaddres®f
thelPv4 paclet. This allows any hostto inject pacletsinto ary IPv6 network in which it
knows the IPv4 addressesef the endpointsof a tunnel,with securityimplicationssimilar
to thoseof sourcerouting. If securityis a factor we recommendhe useof native links,
or, if thisis notpossible of GREtunnels[13] or keyed GREtunnels.
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