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Abstract— Tunnels are widely usedto impr ove security and to
expand networks without having to deploy native infrastructur e.
They play an important role in the migration to IPv6, which
relies on IPv6-in-IPv4 tunnels where native connectivity is not
available; however, tunnels offer lower performance and are less
reliable than native links. In this paper we intr oducea number of
techniquesto detect,and collect information about, IPv6-in-IPv4
tunnels,and show how a known tunnel can be usedasa “v antage
point” to launch third-party tunnel-discovery explorations, scal-
ing up the discovery process.We describe our Tunneltrace
tool, which implements the proposed techniques, and validate
them by meansof a wide experimentation on the 6bonetunneled
network, on native networks in Italy , the Netherlands,and Japan,
and thr ough the test boxes deployed worldwide by the RIPE
NCC aspart of the TestTraf�c MeasurementsService. We assess
to what extent 6bone registry information is coherent with the
actual network topology, and we provide the �rst experimental
results on the curr ent distrib ution of IPv6-in-IPv4 tunnels in
the Inter net, showing that even “nati ve” networks reach more
than 60% of all IPv6 pre�xes thr ough tunnels. Furthermor e,
we provide historical data on the migration to native IPv6,
showing that the impact of tunnels in the IPv6 Inter net did
not signi�cantly decrease over a 6-month period. Finally, we
brie�y touch on the security issuesposedby IPv6-in-IPv4 tunnels,
discussingpossiblethr eats and countermeasures.

Index Terms— Tunnels,IPv6, Tunnel Discovery, IPv6 Topology
Discovery, IPv4 to IPv6 Transition

I . INTRODUCTION

T UNNELLING consistsin the encapsulationof the pack-
etsof a network protocolwithin the packetsof a second

network protocol, such that the former regardsthe latter as
its datalink layer [1]. Becauseof the �e xibility it provides
(any protocol canbe transported,including the encapsulating
protocol itself), tunnelling is widely used both to expand
networks without having to deploy native infrastructureand
to improve security. Examplesof the former include IPX-in-
IP encapsulation[2], IPv6-in-IPencapsulation[3] andIP-in-IP
encapsulation[4]; examplesof the latter includeIPsec[5] and
virtual private networks [6]. The IPv6 speci�cations de�ne
several types of IPv6-in-IPv4 tunnels, including con�gured
tunnels and automatic tunnels [3], 6to4 [7], ISATAP [8],
and Teredo[9]; IPv6 may also use GRE tunnelsover IPv4
[10]. Our results suggestthat tunnels are very common in
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the Internet today, and that the transition to native IPv6
is occurring slowly; thus, we expect tunnels to continueto
play an important role in IPv6 networks, as IPv4 network
infrastructurewill remainwidely deployedfor many years.

Tunnel discovery is the processof automaticallydetecting
tunnels and determiningtheir endpoints.Similarly to other
network discovery problems,its importancederives from the
needfor up-to-dateinformation aboutnetwork topology, and
from the impact that topology is known to have on crucial
aspectsof network behavior, suchas the dynamicsof routing
protocols[11], thescalabilityof multicast[12], theef�cacy of
denial-of-servicecountermeasures[13], [14], andotheraspects
of protocolperformance[15].

From a practicalperspective, the ability to discover tunnels
can be useful in several scenarios.One example is trou-
bleshooting:if a link in the tunnel's path fails, the tunnel
fails, and IPv6 diagnostictools suchas traceroute6 will
not reveal the sourceof the problem.The ability to determine
that the failed link is in a tunnel, and possibly perform an
IPv4 traceroutebetweenthe tunnel endpoints,would provide
greathelp in suchcases. Secondly, tunnelsareoften usedas
an interim solutionuntil native IPv6 infrastructureis in place.
Tunnel detectiontechniquesprovide the meansto follow the
evolution of the IPv6 Internetfrom its origin asa completely
tunnelednetwork towards a completelynative network, and
determinehow muchhasto bedoneto completethemigration
to native IPv6.They canalsoprovideinsightsinto thestructure
of the network itself: for example, as the cost of a tunnel
is much lower than that of a native link, predominantly
tunneledregions may be more denselyinterconnectedthan
native regions. The knowledge of thesepropertieswill aid
thedevelopmentof realisticIPv6 topologygenerators.Finally,
tunnelsoffer lowerperformancethannative links andareoften
used as backup paths in caseof problems; the knowledge
of whethera particular route containsa tunnel would allow
routing protocolsor network operatorsto prefernative routes.
This is useful for Internet service providers and content
deliveryoperatorswhowish to maximizethequalityof service
they provide.

Much has been written on the topic of IP topology dis-
covery, which is usually performedby interacting with the
network using probing packets [16]–[18] or through the ob-
servation of routing information, notably BGP tables [19],
bridge forwardingtables[20], or IGP routing tablesobtained
via SNMP [21]. The combinationof theseapproachesand
the use of advancedtechniqueshas led to the development
of tools which achieve very good results in relatively little
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Fig. 1. An IPv6 in IPv4 tunnel is seenas a single hop at the IPv6 layer,
but IPv6 packets are encapsulatedand sent as the payloadof IPv4 packets
betweenthe tunnelendpoints.

time [17], [19], [21]. However, tunnel discovery differs from
othertypesof network discovery in thata tunnelednetwork is
madeup of two distinctnetwork layer topologiesthat interact,
and the resulting network is thus a complex “overlay” of
two forwardingplanes(Figure 1), whosetopology cannotbe
deducedsimply by applyingknown methodsto explore each
planeseparately;to do so, for example,would meanto com-
pletely ignore the path followed by the encapsulatedpackets
in the encapsulatingplane, which is clearly unsatisfactory.
Further dif�culties are causedby the fact that tunnels are
transparentto the encapsulatednetwork, appearingto be an
ordinary point-to-point link while in reality they may span
any numberof links in theencapsulatingnetwork. The impact
of tunnel discovery is also potentially more signi�cant than
that of other types of topology discovery becausetunnels
are more dynamic than physical links (for example, they
can be automatically createdusing tunnel brokers [22] or
speci�c tunnel setup protocols [23]) and becausethey can
undermineboth performance,as a single tunnel may hide
a potentially long and inef�cient path in the encapsulating
network, andsecurity, asour techniquesbasedon IP spoo�ng
clearly illustrate.

A possibleapproachto the tunneldiscovery problemis the
useof SNMP queriesto obtain informationdirectly from the
nodesinvolved.This methodis impractical,however: not only
does it require administrative accessto network equipment,
and so cannotbe usedto discover tunnelsin the Internetat
large, but the requiredMIBs are not yet �nalized [24], and
the speci�c tunnel MIB is very rarely implemented.Another
methodwas outlined in [25], which follows the approachof
de�ning a new protocol and thus does not apply to exist-
ing infrastructure;furthermore,as it envisagesauthentication
mechanisms,it suffers from the samedrawbacksas the use
of SNMP. In this paper, we discussmethodologiesfor tunnel
discovery that do not require administrative accessto the
network andthusmay be appliedto the Internetat large.Our
main contributionsare the following:

� We introducetechniquesto infer the existenceof IPv6-
in-IPv4 tunnels,con�rm the existenceof inferred tun-
nels,andcollect informationabouttunnelendpoints.We
show how a tunnel, once discovered, can be used as

a “vantagepoint” to launchthird-party tunnel-discovery
explorations.

� We describe Tunneltrace , a tool which uses our
techniquesto detecttunnelsbetweena vantagepoint and
a destination.

� Wevalidatethetechniquesthroughwideexperimentation,
�rst on the6bonetunnelednetwork [30], thenby observ-
ing the IPv6 Internet from hosts in native networks in
Italy, the NetherlandsandJapan,andfrom the testboxes
deployed worldwide by the RIPE NCC as part of the
TestTraf�c MeasurementsService[34]. As a byproduct
of our experimentation,we are able to assessto what
extent informationin the 6boneregistry is coherentwith
the actualnetwork topology.

� Finally, we provide the �rst experimentalresultson the
current distribution of tunnelsin the Internet.Our data
show that tunnelsare very common,the percentageof
nativeIPv6connectivity is still low, andthatthemigration
to native IPv6 is progressing,albeit slowly.

The paper is organizedas follows: Section II brie�y pro-
vides the basic de�nitions and notationsused both in Sec-
tion III, which introducesand formally describesour tunnel
discovery techniques,and in Section IV, which describes
Tunneltrace . SectionV describesour experimentationand
discussesour results.In SectionVI we brie�y addresssecurity
issues introduced by tunnels that the development of our
techniqueshasled usto discover. We concludein SectionVII.

I I . PRELIMINARY DEFINITIONS

Our de�nitions of node, link and interface are consistent
with the IPv6 speci�cations[26]: a node is a device imple-
mentingIPv6, a link is a communicationmedium,offeredby
an underlyinglink-layer (or, in the caseof tunnels,network-
layer) protocol, over which the IPv6 protocol may transmit
packets,and an interfaceis a node's attachmentto a link. A
point-to-point link is a link to which exactly two interfaces
areconnected.A dual stack interfaceis an interfaceon which
both IPv4 andIPv6 areenabled.We further (loosely)de�ne a
routableinterfaceasan interfacewhoseIPv6 addressbelongs
to a pre�x which exists in the global routing table and can
thusbe reachedby any hoston the network.

An IPv6-in-IPv4tunnel, T = hA; B i , is apoint-to-pointlink
betweentwo dualstackinterfacesA (thetunnelsource) andB
(the tunnel destination). We denoterespectively with A4 and
B4 and with A6 and B6 the IPv4 and IPv6 addressesof A
andB , andwe representbidirectionaltunnelsas two tunnels
with the sameendpointsin inverted order; thus, if a tunnel
T = hA; B i is bidirectional, then T 0 = hB ; Ai also exists.
A tunnel operatesas follows: when an IPv6 packet is sent
throughthe tunnel from A to B , the sourcenodecreatesan
IPv4 packet with sourceaddressesA4 anddestinationaddress
B4 whosepayloadis the IPv6 packet. Except in the caseof
GRE or Teredotunnels,no extra headersare addedand the
packet is marked as encapsulatingan IPv6 packet by setting
theIPv4 Protocol�eld to 41.TheIPv4 packet is thensentto B
over the IPv4 network; whenthedestinationnodereceivesthe
packet, it examinesthe IPv4 sourceaddressto checkwhether
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it correspondsto a known tunnel, and if so, it decapsulates
the packet and processesit normally, as if it had arrived on
any otherIPv6 interface.If the IPv6 packet is thenforwarded,
the Hop Limit �eld in the headeris decrementedby 1; thus,
IPv6-in-IPv4 tunnelsare “single-hop”, that is, they appearto
the IPv6 network as a single point-to-point link which hides
the complexity of the underlyingIPv4 network [3].

In therestof thepaper, we shalldenotea packet with a pair
of squarebrackets enclosinga sourceaddress,a destination
address,andother importantfeaturesof the packet itself. For
example,an ICMPv6 echorequestmessagefrom addressX 6

to addressY6 is written [X 6Y6 echo-request]. Packet encap-
sulation is describedby recursively using squarebrackets: if
theaforementionedIPv6 packet wereencapsulatedin an IPv4
packet, it would be written [A4B4[X 6Y6 echo-request]]. To
denotethe interface that originatesor receives a packet, we
prependthe packet with the interface followed by a colon
or appendto the packet the interface a colon followed by
the interface,thus X :[X 6Y6 echo-request]:Y is a packet sent
by interface X and received by interface Y. Finally, if the
receptionof a packet causesa node to emit anotherpacket,
we indicatethis with the symbol � . For example,if an echo
requestpacket causesa node to reply with an echo reply
packet, we write [X 6Y6 echo-request] � [Y6X 6 echo-reply].

I I I . TUNNEL DISCOVERY METHODS

This section presentsa number of techniqueswe have
developedto tackle the tunneldiscovery problem.Depending
on their objective, they may be divided into: (i) techniques
to infer the existenceof tunnels, (ii) techniquesto con�rm
their existence,(iii) techniquesto collect information about
their endpoints,and (iv) techniqueswhich allow a host to
interactwith the network as if it were locatedin a different
place to the one in which it is actually located (we name
thesethird party exploration techniques).They may further
be characterizedaccordingto their modeof operation:some
query known sourcesof information,othersinteractwith the
network and observe the results,performing what we may
refer to as “active probing”. Each techniqueis a suitable
combinationof the following basicmethods:
Path MTU discovery The MaximumTransmit Unit (MTU)

of a link is the maximumsize of a packet that may be
transmittedthroughthe link, andthe pathMTU between
two interfacesX and Y is the minimum MTU of the
links composingthe pathbetweenX andY. Path MTU
discovery[27] is amethodthatallowsanodeto determine
the pathMTU betweenoneof its interfacesandanother
interfaceon the network, thus obtaining information on
the MTUs of the intervening links. The presenceon the
pathof certainMTU valuesmay suggestthe presenceof
a tunnel.

DNS lookups TheDomainNameSystemis usedto mapIPv4
andIPv6addressesto hostnamesandviceversa.Oftenthe
IPv4 and IPv6 addressesof an interfacehave the same
name,and since tunnel interfacesare dual stack, DNS
lookupscanprovide informationabouttunnelendpoints.
DNS queriescan also be usedto determinewhetheran
interfaceis dual stack.

TABLE I

CLASSIFICATION OF TUNNEL DISCOVERY TECHNIQUES

# Rule Infer Con�rm Collect Third-party
existence existence information exploration

1 MTU �
2 DNS � �
3 Packet � �

injection
4 Fragment � �

injection
5 Injected �

ping
6 Dying � �

packet
7 Ping-pong �

packet
8 Bouncing �

packet

IP spoo�ng BecauseIPv6-in-IPv4 tunnels do not use any
form of authentication,a tunnel destinationwill accept
an encapsulatedpacket sentby any nodeas long as the
sourceIPv4 addressof the packet is the IPv4 address
of the tunnel source.This allows any node to cause
the tunnel endpoint to emit arbitrary IPv6 packets by
encapsulatingthemin IPv4 packetswith spoofedsource
addresses,and is the basisfor our third-party discovery
techniques.

Hop Limit manipulation The Hop limit �eld in the IPv6
headerspeci�esthemaximumnumberof routersa packet
may passthrough.Whena router receivesa packet with
theHop Limit �eld equalto 1, it discardsit andsendsthe
packet's sourcean ICMPv6 error messagewhosesource
addressis theaddressof theinterfaceonwhich it received
the packet. This behavior may be exploited to discover
the IPv6 addressof an interface.

IPv6 Routing header While sourcerouting is prohibited in
the majority of IPv4 networks, many IPv6 routershonor
the IPv6 Routing header, which permitsa host sending
a packet to specify a list of nodesthat the packet is to
passthrough. Combinedwith Hop Limit manipulation,
theRoutingheadercanbe usefulfor determiningthe ad-
dressesof point-to-pointinterfacesand tunnel interfaces
in particular.

The remainderof this sectionis devotedto a formal presenta-
tion of the main techniqueswe have devised.Eachtechnique
is expressedby meansof a formal rule, which is identi�ed
by a numberandby a shortname.Table I classi�es the rules
accordingto their objective. Although eachrule is expressed
by meansof an implication, the validity of the implication
is not absolute,and in real-world conditions a rule may
fail to apply due to nonstandardbehavior, miscon�guration,
or unexpectedand uncommonnetwork topologies.Data on
the applicability of the rules to real-world networks will be
provided in SectionV.

Rule1 (MTU): Considerthesequenceof links thatmakeup
the pathbetweensomeinterfaceX andsomeother interface
Y. We maythink of eachlink asa point-to-pointlink, because
eachpacket that traversesa link is sentby exactly oneof the
interfaceson the link and is received by exactly one of the
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Fig. 2. A link i in a pathwith its associatedinterfacesA(i ) andB (i ).

interfaceson the link1. Thus, if we numberthe links in the
pathprogressively startingfrom 1, for eachwe may de�ne a
sourceinterfaceA(i ) anda destinationinterfaceB (i ), which
have IPv6 addressesA6(i ) andB6(i ) (Figure2).

Let M TU(i ) be theMTU of link i . If we cansendpackets
from X , then we may use Path MTU discovery [27] to
determine,for eachlink, the value

PMTU(i ) = minf MTU(i ); PMTU(i � 1)g

where PMTU(1) = MTU(1). Becauseof encapsulation,the
MTU of the tunnel is lower than that of the underlyingIPv4
network by a �x ed amountdependingon the tunnel type: 20
bytesfor IPv6-in-IPv4tunnels,24 or 28 for GRE[10] tunnels.
The most commonMTU value on the IPv4 Internettoday is
1500 bytes,so thesetunnelswill almostalways have MTUs
of 1480and1476(or 1472)bytesrespectively. Finally, many
tunnelinterfaces(notablyonBSD systems)usea defaultMTU
of 1280 bytes.Hence,if we considertwo consecutive links
i � 1 and i on the path,we may write:

PMTU(i ) < PMTU(i � 1)^

PMTU(i ) 2 f 1480; 1476; 1472; 1280g ) Tunnel (A(i ); B (i ))

where Tunnel (A(i ); B (i )) meansthat there is a tunnel be-
tween A(i ) and B (i ). Of course, if the tunnel is entirely
containedin a portion of the IPv4 Internet where the MTU
of all the links is higherthan1500,this rule mayfail to detect
a tunnel. It may also wrongly detecta link asa tunnel if the
link is manually con�gured to have an MTU equal to these
values.This may be particularlycommonin the caseof 1280
bytes, which is the minimum MTU permitted by the IPv6
speci�cations.The MTU rule is con�rmed by experiencein
all the IPv6 networks on which we tested;note,however, that
it will only �nd a tunnel if its MTU is lower than the MTU
of all previous links in thepath,andthuscannotdetecttwo or
moretunnelsin thesamepathunlesstheir MTUs aredifferent.

Rule2 (DNS): We representDNS lookupswith a function,
N ame() , that takes an IPv4 or IPv6 addressand returnsthe
correspondingDNS name,and two functions, Addr 4() and
Addr6() , thattake a DNS nameandprovide thecorresponding
IPv4 or IPv6 address.If a nameof an interfaceX hasboth
an IPv6 andan IPv4 address,we may presumethat it is dual
stackandthatthetwo addressesareits IPv4 andIPv6 address.
Thus,we may write:

9� j� = Addr 4(N ame(X 6)) ) DualStack(X ) ^ X 4 = �

9� j� = Addr 6(N ame(X 4)) ) DualStack(X ) ^ X 6 = �

Rule3 (Packet injection): Given two IPv4 addressesA4

and B4, if thereis a tunnel betweenA and B , it is possible

1This is usuallythe casefor all packets,but load-balancingmechanismsor
policy routing may causebehavior that variesfrom packet to packet.

Fig. 3. Packet injection: A spoofedIPv4 packet is sentto a tunnelendpoint
(1), is processedasif it hadbeensentby theotherendpoint,andis forwarded
to its destination(2).

to causean arbitrary (though limited in size) IPv6 packet
to enter the IPv6 network at interface B . This is done by
sending,from any interfaceZ , an IPv6 packet encapsulated
in an IPv4 packet with sourceand destinationaddressesA4

and B4. Becauseits sourceaddressis A4, when the packet
arrivesat B it will be recognizedasarriving from the tunnel
andwill be decapsulatedandprocessedasif it hadbeensent
by A (seeFigure3(a)). Formally, we may write:

Tunnel (A; B ) )

Z :[A4B4[X 6Y6 payload]] � [X 6Y6 payload]:B

wherethe payloadof the two IPv6 packets is the same.This
techniquemaybeusedto “inject” anarbitraryIPv6 packet,up
to themaximumsizepermittedby theMTU of theunderlying
IPv4 network minusthesizeof the IPv4 header, into the IPv6
network at interfaceB . We refer to this techniqueas packet
injection and to Z as the injecting interface. Note that the
packet, althoughsentby Z , actually entersthe IPv6 network
at interfaceB , and,as far as the IPv6 network is concerned,
is simply a packet originatedby a nodeon the samelink as
B . This rule allows the injecting host to sendpacketsas if it
werephysicallylocatedon thesamelink asB , andif thenode
r to which B belongsis a router, the injectedpacket will be
forwardedas normal towardsX as if it had beensentby r
itself. We then say that r is a vantage point. Thanksto this
rule, a single host in a single location may interactwith and
explore thenetwork asif it werelocatedsimultaneouslyin all
the vantagepoints it is awareof. Note,however, that because
it dependson IP spoo�ng, both this rule andRules4, 5, 6 and
7, which dependon it, will not work if the network in which
B is locatedmakesuseof IPv4 ingress�ltering.

Rule4 (Fragmentinjection): IPv6 packets injected using
the packet injection techniquedescribedin Rule 3 are lim-
ited in size to the MTU of the underlying IPv4 network
minus the size of the encapsulatingheaders.However, it is
possible to inject a larger packet by fragmentingthe IPv4
packet which encapsulatesit. For example,supposethepacket
[A4B4[X 6Y6 payload]] is fragmentedby theIPv4network into
two IPv4 packetsf 1 andf 2. Uponarrival at B , thepacket will
be reassembled(resulting in an IPv4 packet larger than the
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(a) (b)

Fig. 4. Injectedping: an IPv6 echo-requestpacket is injectedinto a tunnel (1) and forwardedto its IPv6 destinationaddress(2). The destinationreplies
with an IPv6 echo-replyaddressedto the sourceaddressof the encapsulatedpacket (3). Figure (a) shows the role of the tunnel,while Figure (b) shows the
successionof events(vertical axes)andthe relationshipbetweenthe two protocols.

MTU of the IPv4 network) and will be processedaccording
to Rule 3. So, we may write:

Tunnel (A; B ) ^ f 1 of 2 = [A4B4[X 6Y6 payload]] )

Z :f 1 ^ Z :f 2 � [X 6Y6 payload]:B

wheref 1 of 2 indicatesthe packet reassembledfrom the two
fragments.This rule permitsa host to useany vantagepoint
r to inject IPv6 packets of arbitrary size from r as if it had
a direct native connectionto r . It is particularlyuseful in the
searchfor tunnels:for example,by combiningthis rule with
Rule 1, we may performPath MTU discovery from the node
having interfaceB .

Rule5 (Injectedping): Given two IPv4 addressesA4 and
B4, it is possible to determinewhether there is a tunnel
T = hA; B i by applying Rule 3, with X 6 = Z6, to inject
an echorequestpacket addressedto any routableinterfaceY
(Figure4). The packet will arrive at interfaceB , andif there
is no tunnelbetweenA andB , it will bediscarded.Otherwise,
it will be forwardedto its destinationY , which will reply with
an echoreply messageaddressedto Z6. If the injecting host
receivesa reply, it canconcludethat thereis a tunnelbetween
A andB . More formally, we may write:

Z :[A4B4[Z6Y6 echo-request]] � [Y6Z6 echo-reply]:Z )

Tunnel (A; B )
Rule6 (Dying packet): Given a tunnel T = hA; B i , it is

possible to determine the IPv6 addressB6 of the tunnel
destinationby injecting a packet with the IPv6 Hop Limit
�eld set to 1. BecauseIPv6-in-IPv4 tunnelsare modeledas
“single-hop”, the packet will appearat interface B without
ever having beenprocessedby an IPv6 router, and thus with
the contentsof the Hop Limit �eld intact. Upon arrival at
interface B , however, the Hop Limit of the packet will be
decrementedto zero.The resulting“time exceeded”message
will arrive at Z and the injecting host may determineB6 by
examining its sourceaddress.Statingthis in termsof a rule,
we have:

Z :[A4B4[Z6X 6 HL=1]] � [Y6Z6 time exceeded]:Z )

B6 = Y6

If the tunnel is bidirectional, it is possibleto determinethe
IPv6 addressof the otherendpointsimply by exchangingA4

andB4.

Rule7 (Ping-pongpacket): Rule 6 does not allow us to
determinethe IPv6 addressA6 of the tunnel sourceif the
tunnel is not bidirectional.However, it is frequentlypossible
to determineit by other means.Supposethe tunnel has an
IPv6 pre�x T associatedwith it. Any IPv6 addressin T will
be routed towards the tunnel, and eachtunnel endpointwill
route through the tunnel all addressesin T except its own.
Thus,if we useRule5 to inject anechorequestpacket with a
Hop Limit of 2 anddestinationaddressX 6 in T but not equal
to B6, the packet will reachB and be sentback throughthe
tunnel to A. If X 6 = A6, then the injecting hostwill receive
an echoreply. Otherwise2, it will receive a “time exceeded”
messagewith sourceaddressA6. In bothcases,it obtainsA6.

It is simpleto determinea suitablevaluefor X 6: the length
of T must be at most 127, becauseotherwiseA6 and B6

cannotboth be in T . So, whatever the length of T , B6 � 1
(where the sign dependson whetherB6 is even or odd) is
always in T . So we may write:

Z :[A4B4[Z6X 6 echo-request,HL=2]]
� [X 6Z6 echo-reply]:Z ) A6 = X 6

Z :[A4B4[Z6X 6 echo-request,HL=2]]
� [Y6Z6 time exceeded]:Z ) A6 = Y6

where

X 6 =
�

B6 + 1; if B6 is even
B6 � 1; if B6 is odd

Note that if the tunnel interfacesareunnumbered,A6 andB6

arenot on the samesubnetand this rule doesnot apply.

2If subnet-routeranycastaddressesare used,X 6 may belongto the same
router as B 6 . However, the injecting host may determine if that is the
casesimply by sending[A 4B 4 [Z6X 6 echo-request,HL=1] and seeingif B
respondswith an echoreply or a time exceeded.If it respondswith an echo
reply, then subnet-routeranycast is active, so the subnetis at least a /126.
The injecting hostcanthenchooseX 6 asanotheraddressin the subnet.
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Rule8 (Bouncingpacket): Consider the path from some
interface Z to someother interface W . An IPv6 traceroute
from Z to W allows us to determinethe sequenceB6(i ),
wherei = 1: : : n is the i-th link in the path,but it doesnot
allow usto determineA6(i ) for any i . However, Z mayusethe
IPv6 Routingheaderto senda packet to B (i ) which is routed
backtowardsitself; if theHop Limit HL of this packet is setto
theappropriatevalue,thepacket will expire on interfaceA(i )
and Z will receive a “time exceeded”messagewith source
addressA6(i ). The requiredvalue of HL is not necessarily
i + 1, as the path taken by a packet [Z6B6(i )] may not be a
subpathof the path taken by a packet [Z6W6]. However, HL
may be determinedby addingone to the numberx of hops
betweenZ andB (i ), which canbe obtained,for example,by
runninga traceroutefrom Z to B6(i ).

In thepresenceof asymmetricrouting,this maynot provide
A6(i ), becausethe pathfrom B (i ) to Z may not be the same
as the path from Z to B (i ). This problem may be partially
overcomeby setting the packet's destinationnot to Z6 but
to a previous hop on the path, to reducethe effects of route
asymmetry. Becausethe ICMPv6 speci�cation requires[28,
section2.2] that if the packet is sentto B6(i � 1), the source
addressof theerrormessagemustbeB6(i � 1) andnot A6(i ),
Z maysetthedestinationaddressto B6(i � 2)3. More formally,

Z :[Z6B6(i )B6(i � 2) HL=x + 1] � [Y6Z6 time-exceeded]:Z

) A6(i ) = Y6

where [Z6B6(i )B6(i � 2)] indicatesa packet sourcerouted
through B6(i ) with destinationB6(i � 2). While this rule
appliesto any link, not only to tunnels,it is particularlyuseful
when combinedwith Rule 2 to determinetunnel endpoints
given path information; if the IPv4 addressesof the tunnel
endpointsareknown, thenRules6 and7 aremoreeffective.

IV. A TUNNEL DISCOVERY TOOL

In thissectionwedescribeTunneltrace , a tunneldiscov-
ery tool we have developedto test the techniquesintroduced
in SectionIII. AlthoughTunneltrace is not intendedto be
the main contribution of our work, which we believe lies in
the techniquesthemselves,we presentit hereas an example
of their application.Tunneltrace attemptsto detect,and
collect information about, tunnels in the path betweenthe
exploring hostanda user-speci�ed destination.Of course,by
applyingRule 4, in principle it is possible,given a suf�cient
numberof vantagepoints,to �nd tunnelsin theentirenetwork.

The strategy followed by Tunneltrace is simple: per-
form a tracerouteto the destinationnode,and for eachlink
i attempt to discover if it is a tunnel. If it is, attempt to
discover the IPv4 addressesof the endpoints,con�rm the
tunnel's presence,and use it as a vantagepoint to explore
the restof the path.

Speci�cally, for each hop in the traceroute B6(i ),
Tunneltrace �rst applies Rule 1 to determinewhether

3This may still provide incorrect results,becausethe asymmetrymay be
locatedbetweenB (i ) andB (i � 2). If greateraccuracy is desired,theinferred
valueof A 6(i ) canbecomparedwith B 6 (i ) andacceptedonly if it is on the
samesubnet;however, this will causefalsenegatives for unnumberedlinks.

link i is a tunnel. If so, it attemptsto obtain information
about its endpointsin the following way: �rst, it attemptsto
obtaintheIPv6addressof theprevioushop'ssendinginterface,
A6(i ), usingRule 8; then,it usesRule 2 to attemptto obtain
A4(i ) and B4(i ), and if it succeeds,it attemptsto con�rm
the presenceof the tunnelusingRule 5; �nally , it veri�es the
informationcollectedby usingRules6 and7. If the tunnel is
con�rmed, it is usedasa vantagepoint to explore the restof
the path.

If Rule 2 doesnot provide enoughinformation to usethe
tunnelasa vantagepoint, Tunneltrace combinesit with
heuristicson DNS names,attemptingto perform piecewise
matchingasproposedin [29], and,if thenamecontainsstrings
suchas “v6-”, “ip6.”, or “ipv6.”, repeatingthe DNS lookup
after removing them.

Tunneltrace also examinesnameslooking for strings
thatsuggestthepresenceof tunnels(suchas“tunnel” or “tu”),
queriesthe 6bone registry to check whether the node is a
known tunnelendpoint,andperformsAS lookups:if the IPv4
addressof a nodeis in a differentAS asits IPv6 address,or if
the hopsbeforeandafter the nodeare in differentASesthan
thenodeitself, thenodemaybetheendpointof aninterdomain
tunnel.In all thesecases,Tunneltrace reportsthata tunnel
might be present.

For each hop, Tunneltrace also outputs information
such as the IPv6 address(and DNS nameand AS number)
of the answeringinterfaceB6(i ) andwhetherthe interfaceis
dual stack.It alsoprovidesthis informationaboutthe sending
interfacesA(i ).

V. EXPERIMENTAL RESULTS

The6boneexperimentalIPv6network [30] providesauseful
testbedfor our work, as dataon tunnelsis publicly available
in the 6boneregistry. Thus, applying our techniquesto the
6bone may both (i) allow us to verify the validity of our
techniques,and(ii) useour techniquesto checkthe accuracy
of the information in the registry itself. We usedthe tunnel
dataavailable in the 6boneregistry in variousways. Firstly,
we checked it for consistency, usingDNS lookupsandpacket
injectionto determinehow many tunnelsin thetunneldatabase
actually exist. Secondly, we usedit as a large list of tunnels
againstwhich to check the validity of our tunnel discovery
techniques.Finally, we used the list of existing tunnels as
vantagepoints from which to searchfor tunnelsin the IPv6
Internetat large.

A. Statusof the 6boneregistry

We appliedour tunnel con�rmation methodsto the 6bone
registry to determinewhether the information on tunnels it
containsis accurateandup to dateand to determinewhether
the quality of the information varies over time. For every
tunnel,theregistry containstheDNS namesor IPv4 addresses
of the tunnel endpoints,along with other information. We
processonetunnelat a time, andattemptto resolve the DNS
hostnamesof the tunnel endpointsto IPv4 addresses.If both
namescan be translatedto IP addresses,we use Rule 5 to
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TABLE II

STATUS OF TUNNELS IN THE 6BONE REGISTRY

Date Total Tunnels Up Down Oneendpoint Both endpoints
unknown to DNS unknown to DNS

2003-06-13 4334 998 1479 1328 529
2003-06-23 4319 1058 1394 1333 534
2003-07-18 4202 998 1322 1342 540
2003-08-07 4197 1046 1345 1316 490
2004-02-27 4280 964 1310 1397 609

determinewhetherthe tunnel is actuallyworking. The results
of our analysisare in Table II.

The resultsshow that almosthalf of all tunnel recordsin
theregistry have invalid DNS namesfor oneor bothendpoints
and thereforeare either out of date or refer to tunnels that
no longer exist. About a quarterof the recordsare working
tunnels.The rest do not permit packet injection; while some
of thesemay be GRE tunnelsand/orhave endpointslocated
in networks that employ ingress�ltering, we expect most of
themto beinactive:our MTU survey resultsindicatethatGRE
tunnelsaremuchlesscommonthanIPv6-in-IPv4tunnels,and
asthemajorityof tunnelsin the6boneregistryareinterdomain
tunnels,it is unlikely that ingress�ltering hasany signi�cant
impacton the results.Furtherstudyof theseundecidedcases
would allow the developmentof a tool which could monitor
all aspectsof the quality of a tunnel registry.

To study variation over time, we carried out a number
of observationsover a two-monthperiod, betweenJuneand
August2003,to observe short-termchanges.Our resultsshow
that the data in the registry is fairly static, with a slow
rate of change.Comparisonwith a further observation made
approximatelysix monthslater, in February2004, indicates
that the the quality of the informationstoredin the registry is
slowly decreasing:over this six monthperiod,the percentage
of working tunnelsdroppedfrom 24.9% to 22.5%, and the
percentageof tunnels for which one or both endpointshad
an invalid DNS name rose from 43.0% to 46.9%. This is
consistentwith thefactthatthe6boneis beingphasedout [31].

B. Rulevalidity data

Thelargenumberof working tunnelsprovidedby the6bone
registry allows us to validateour tunneldiscovery techniques
againstknown data:oncea tunnel is con�rmed usingRule 5,
we may checkthe validity of Rules2, 4, 6, and7. Using the
2003-08-07dataset,we checked whethertheserules applied
to the tunnels in the registry that we had con�rmed to be
working. Of a total sampleof 1046 tunnels,we found that
Rule 4 (FragmentInjection) applied to 999 tunnels(95.5%)
and Rule 6 (Dying packet) appliedto 1013 tunnels(96.8%).
Rule 7 was testedonly on tunnelsthat did not permit packet
injection in bothdirections,becausefor these,Rule6 is much
more effective. Of 218 tunnels that were not bidirectional,
Rule 7 applied to 151 (69.2%). Together, Rules 6 and 7
allowed us to determineboth IPv6 endpointsfor 963 tunnels
(92.1%).

Rule 2 (DNS) was signi�cantly less useful: of the 963
tunnels for which we knew the IPv6 addressesof both

endpoints,it applied to one endpoint in 169 cases(17.5%),
and to both endpointsin only 6 cases(0.6%). Though its
utility is ratherlimited, we feel thatasit is probablythemost
obvious of our techniques,our work would not be complete
without discussingit anddeterminingits degreeof usefulness.
Clearly, thetechniquesthatmakeuseof activeprobingproduce
signi�cantly better resultsthan can be obtainedby querying
online sourcesof information such as the 6boneregistry or
the DNS.

C. MTU survey

The large number of vantagepoints obtained from the
6bone registry allows us to use third-party exploration to
evaluatethe impactof tunnelsin a sizableportion of the IPv6
Internet.Using a sampleof 995vantagepointsin 92 different
AutonomousSystems(ASes;for comparison,thetotal number
of ASeswhich announceIPv6 routesis approximately450),
we appliedRule 4 to performPathMTU discovery from each
vantagepoint to every pre�x in the IPv6 routing table. By
applyingRule 1, we may deducewhich pathscontainoneor
moretunnelsandwhich arenative.Theresultsof our analysis,
excluding connectivity errors,are in Table III.

TABLE III

PATH MTU VALUES FROM VANTAGE POINTS TO THE INTERNET AS OF

AUGUST 2003

MTU value Numberof paths Percentage
1480 150946 39.4%
1280 138358 36.1%
1476 44404 11.6%
1500 31525 8.2%
1428 13619 3.6%
Other 4104 1.1%
Total 382956 100.0%

We notethat the mostcommonMTU is 1480bytes,that of
an IPv6-in-IPv4tunnel,followedby 1280,theminimum IPv6
MTU, which indicatesthat at leastone link in the path has
a MTU of 1280 bytes(possiblyan IPv6-in-IPv4 tunnel on a
BSD system).The pathswith an MTU of 1476 are probably
dueto GREtunnels,while thepathswith a MTU of 1428may
bedueto encapsulationof IPv6 in a L2TP VPN. Native paths
(thosewith a MTU of 1500) make up only 8.2% of all the
pathswe surveyed.A relatively low percentageof native paths
is to be expected,given the fact that our vantagepoints are
tunnelendpoints,andeachprobablyreachessomepercentage
of pre�xesthroughthe tunnelitself; neverthelesstheseresults
allow us to af�rm that the percentageof native pathsin the
IPv6 Internetis still quite low.
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D. Survey of “native” IPv6 networks:how native is native?

So far we have observed the IPv6 Internetthroughvantage
pointsthataretunnelendpoints.Sincethesemaybelocatedin
portionsof thenetwork thataredensein tunnels,weconducted
a survey from hostsinsidethreenative IPv6 networks,onein
the GARR [32] network in Italy (AS 137), one at the RIPE
NCC in theNetherlands(AS 3333),andoneat WIDE in Japan
(AS 2500) [33], to discover how tunneled“native” networks
really are. From each host we measuredthe Path MTU to
every pre�x in the global IPv6 BGP tableandappliedRule 1
to determinewhether the path to each pre�x containedat
leastone tunnel. We found that of 443 pre�xes in the BGP
table at the time of the analysis,the GARR, RIPE NCC and
WIDE networksrespectively reachedat least275(64.3%),305
(68.8%)and308 (72.6%)throughtunnels4

Fig. 5. Percentageof tunneledpre�xes seenby TTM test-boxes and three
native sitesasof February2004.

In order to obtain a more completepicture of the effect
of tunnelson global IPv6 connectivity, we repeatedthe ex-
perimentfrom the “test-boxes” deployed worldwide by RIPE
NCC as part of the Test Traf�c Measurementsservice[34].
Over 100 test-boxes are currently active, of which about20
have IPv6 connections.We repeatedtheteststhreetimes,once
in August2003,oncein January2004,andoncein February
2004; for eachtest,the samelist of pre�xes,obtainedfrom a
BGP router in AS 137 on the day of the test, was usedfor
all the hosts.Due to differencesin routing, not all test-boxes
could reachall pre�xes,so pre�xes that were reportedto be
unreachableby a routerwithin a test-box's own AS werenot
factoredinto the results.Also, test-boxesthat could not reach
at least 75% of the BGP pre�xes in our list were excluded
from the resultsso asnot to skew the averages.

The February 2004 results are in Figure 5. As can be
seenfrom the graph, four of the test-boxes reached100%
or almost100% of the pre�xes throughtunnels,from which
we deducethat they are located in networks which do not
have a native IPv6 connection;the others reachedbetween
62.8%and94.8%of thepre�xesthroughtunnels.Thecolumn
labeled“tt averageA-Q” providesan averagefor all 17 test-
boxes,while thecolumnlabeled“tt averageE-Q” providesthe

4Discrepanciesbetweennumberof pre�xesandpercentagesaredueto the
fact that not all thesenetworks could reachthe samenumberof pre�xes,and
unreachablepre�xes werenot countedin the results.

averageof all natively connectedtest-boxes.The resultsshow
that global IPv6 connectivity still relies largely on tunnels,
even when observed from a native IPv6 network. However,
we note that there are non-trivial differencesbetweenthe
percentageof native destinationsreachedby the varioustest-
boxes,indicatingthatmeasurementssuchastheseoffer a good
indicationof the quality of an IPv6 network.

Fig. 6. Changein the percentageof tunneledpre�xes seenby varioustest
boxesover a periodof six months.

As regardsvariationover time,Figure6 shows theevolution
of thepercentageof pre�xesreachedthroughtunnelsfor the12
test-boxes for which we have completedatasets(in August
2003, sometest-boxes did not yet exist, and othersdid not
have connectivity to IPv6 networks yet; in January2004 a
further test-boxwas unavailable due to technicalproblems).
Ourdataindicatethatthequality of theIPv6 network is slowly
improving, astheaveragepercentageof tunneledpre�xesseen
by thesehostsdecreasedfrom 79.0%in August2003to 76.6%
in Januaryand71.7%in February2004.Someof this variation
is due to tt J being changedfrom a tunneledconnectionto
a native connectionbetweenAugust 2003 and January2004
and to tt P experiencingnon-optimalperformancein January
2004,but evenexcluding thesetwo test-boxesthepercentages
still decreaseover time: 77.7% in August 2003, 75.8% in
January2004, and 72.6% in February2004.We believe that
continuedmonitoringusingour techniqueswould enableusto
track the evolution of the IPv6 network towardsglobal native
connectivity and possibly provide insight into the processes
that drive it, althoughwe leave this for future work.

VI . SECURITY CONSIDERATIONS

Thedevelopmentof our techniques,especiallythoserelated
to third-partydiscovery, hasled us to considersecurityissues
inherentin IPv6-in-IPv4tunnels.ThefactthattheIPv6speci�-
cationsdonotde�ne any typeof authenticationmechanismfor
tunnelsexcept a checkon the IPv4 packet's sourceaddress,
which is easily circumventedby IP spoo�ng, is a �a w that
may be exploited by a malicioususer:as we have shown in
Rule 3, an attacker may inject arbitrary IPv6 packets into the
IPv6 network at a tunnelendpointsimply by by spoo�ng the
IPv4 addressof the otherendpoint.

From the perspective of an attacker, packet injection is
more attractive than IPv6 sourceaddressspoo�ng, since it
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has the potential to bypass IPv6 packet �lters (by using
IPv4) and becausethe attacker can use a real IPv6 source
addressand receive replies, thus allowing the establishment
of TCP connections(which is not normally possibleusingIP
spoo�ng). This methodmay thus be usedto bypass�re walls
andcircumvent IPv6 ingress�ltering if the tunnelendpointis
locatedbehindthem.An exampleis in Figure7.

Fig. 7. If a tunnel,evenonelimited to aknown IPv4address,for examplethat
of a trusteduserfor remoteaccess,hasanendpointbehindtheIPv6 �re wall, it
allows any dual stackhostZ to inject IPv6 packets into the internalnetwork,
bypassingthe �re wall. If Z 's packetswereroutednormally throughthe IPv6
Internet,they would beblockedby theIPv6 �re wall (4), but if Z encapsulates
thepacketsandspoofsA 's IPv4 address,thepacketsbypassthe IPv6 �re wall
on the IPv4 plane(1) andreachthe target (2). Firewalling on the IPv4 plane
doesnot help, as the IPv4 �re wall mustbe con�gured to allow IPv4 packets
from the legitimate user.

The resultingsecurity implicationsare similar to thoseof
source routing, which is administratively prohibited in the
majorityof IPv4networks;however, from theperspectiveof an
attacker this methodmay be even more attractive than IPv6
sourcerouting, becauseit cannoteasily be guardedagainst
without harming legitimate traf�c and becausethe packets
arriveat thetunnelendpointswith theIPv6HopLimit �eld left
intact. This allows the attacker to spoof NeighborDiscovery
messages,with possiblydangerousconsequences.

IPv4 ingress�ltering removes the problem by preventing
IP spoo�ng, but this solution cannot easily be applied to
interdomaintunnelssuch as thoseusedin the 6bone.Thus,
if interdomain tunnels are used, their endpointsshould be
kept outside�re walls, or different types of tunnels,such as
GRE [10] or keyed GRE tunnels,shouldbe used.The useof
IPsec is also an obvious (but non-trivial) solution, as is, of
course,the useof native links insteadof tunnels.

VI I . CONCLUSIONS

We have introducedseveraltechniquesto infer theexistence
of IPv6-in-IPv4 tunnels, to con�rm their existence,and to
collect informationabouttheir endpoints,outlining a strategy
for tunnel discovery along a path and showing how it is
possibleto usetunnelsas ”vantagepoints” to inject packets
into the network at multiple locations,performingthird-party
explorationandscalingup the discovery process.

By applyingour techniquesto the 6boneregistry, we were
ableto assessto whatdegreeit is coherentwith theactualstate

of the network, showing that almosthalf of the information
on tunnelsis out of date,but that aboutone quarteror more
of the tunnels listed is still functioning. The information in
the 6boneregistry also allowed us to verify the validity of
our techniques,showing that thosewhich make useof active
probing are very effective, providing resultsfor over 90% of
the tunnelsin the registry we wereable to make useof.

We usedour techniquesto provide the �rst experimental
dataon the presenceof tunnelsin the IPv6 Internet,by mea-
suringthepercentageof IPv6 pre�xesreachedthroughtunnels
from the native GARR, RIPE NCC andWIDE networks and
from the 20 IPv6-enabledtest-boxes deployed worldwide by
the RIPE NCC as part of the Test Traf�c Measurements
service.All the networks we testedreachedlessthan40% of
IPv6 pre�xesnatively, showing that global IPv6 connectivity
still relies largely on tunnels.

We also consideredthe security issuesposed by IPv6-
in-IPv4 tunnels, which provide only a very weak form of
authentication,touchingon thepossiblethreatsthatmay arise
and the countermeasuresthat may be taken.
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