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ABSTRA CT

Tunnelsare widely usedto improve security and to expand networks without having to
deploy native infrastructure, and play an important role in the migration to IPv6. In
this paper we introduce a number of techniquesto detect, and collect information about,
IPv6-in-IPv4 tunnels. We also shav how, oncea tunnel has beendiscovered, it can be
usedasa \vantage point” to laund third-party tunnel-discovery explorations, scalingup
the discovery process.We descrite the Tunneltrace tool which implemerts the proposed
techniques,and validate them by meansof a wide experimertation on the 6bonetunneled
network, on the Italian Academic and Researb network, and through the test boxes
deployed worldwide by the RIPE NCC aspart of the Test Trac Measuremets Service.
We asses$o what extert 6boneregistry information is coherem with the actual network
topology, and we provide the rst experimertal results on the current distribution of
IPv6-in-IPv4 tunnels in the Internet, showving that tunnels are very common: even the
\nativ e" networks we tested readr more than 60%of all IPv6 pre xes through tunnels.



1 Intro duction

Tunnelling consistsof the encapsulationof the padets of a network protocol within the
padets of a secondnetwork protocol, sud that the former protocol regardsthe latter
asits datalink layer [8]. Becauseof the exibilit y it provides, tunnelling is widely used
both to expand networks without having to deploy native infrastructure [35, 28, 16] and
to improve security [22,17]. Tunnelsplay an important role in the migration to IPv6,
and se\eral typesof IPv6 tunnels are de ned, including con gured tunnels and automatic
tunnels [16], 6to4 [9], ISATAP [34],and Teredo[21]]; IPv6 may alsouseGRE tunnels over
IPv4 [19]. Our results shav that IPv6-in-IPv4 tunnels are very commonon the Internet
today; it is reasonableto expect that this will be true for sometime, as there is little
doubt that IPv4 hosts and network infrastructure will still be very widely deployed in
marny years'time.
dual stack packet

+ tunnel destination
© endpoints |

Figure 1: An IPv6 in IPv4 tunnel is seenas a single hop at the IPv6 layer, but IPv6
padkets are encapsulatedand sert as the payload of IPv4 padkets between the tunnel
endpoints.

Tunnel discovery is the processof automatically detecting tunnels and determining
their endpoints. Similarly to other network discovery problems, its importance derives
from the needfor up-to-date information about network topology, and from the impact
that topology is known to have on crucial aspects of network behavior, sud asthe dy-
namicsof routing protocols[4, 23], the scalability of multicast [27], the e cacy of denial-
of-servicecourtermeasureq31, 26, 32], and other aspects of protocol performance[29].

From a more practical perspective, the ability to discover tunnels can be useful in
seeral scenarios. An obvious exampleis troubleshooting: if a link in the tunnel's path
fails, padets sen through the tunnel are lost, and an IPv6 traceroute will not reveal the
sourceof the problem. The ability to determine that the failed link is in a tunnel, and
possiblyperform an IPv4 traceroute betweenthe tunnel endpoints, would greatly simplify
the problem. Secondly tunnels are often usedas an interim solution until native IPv6
infrastructure is in place. Tunnel detection techniques provide the meansto follow the
ewlution of the IPv6 Internet from its origin as a completely tunneled network, the
6bone, towards the goal of a completely native network, and determine how much hasto

3



be doneto completethe migration to native IPv6. They canalsoprovide insights into the
structure of the IPv6 network itself: for example,asa tunnel is much lessexpensiwe than
a native link, predominartly tunneled regionsmay be more denselyinterconnectedthan
native regions. The knowledge of these properties will aid the dewelopmen of realistic
IPv6 topology generators.Finally, tunnels o er lower performancethan native links and
are often usedasbadup paths in caseof problems;the knowledgeof whether a particular
route cortains a tunnel would allow routing protocols to prefer native routes. This is
usefulfor Internet serviceproviders and cortent delivery operatorswho wish to maximize
the quality of servicethey provide.

Much has beenwritten on the topic of IPv4 network discovery, which is usually per-
formed by interacting with the network using probing padets [7, 18, 33] or through
the obsenation of routing information, notably BGP tables [12], bridge forwarding ta-
bles [24, 5], or IGP routing tables obtained via SNMP [3]. The conbination of these
approadesand the useof advancedtechniqueshasled to the dewelopmen of tools which
achieve very good resultsin relatively little time [33, 3, 12, 20]. Howeer, tunnel discovery
di ers from other typesof network discovery in that a tunneled network is made up of
two distinct network layer topologiesthat interact, and the resulting network is thus a
complex\overlay" of two forwarding planes (Figure 1), whosetopology cannot be de-
ducedsimply by applying known methods to explore eat plane separately The impact
of tunnel discovery is alsopotertially more signi cant than that of other typesof topology
discovery becausdunnelstend to be more dynamic than physicallinks (for example,they
may be dynamically generated[13]) and becausethey can undermine both performance,
as all the links in the tunnel appear to be a single hop, and security, as the techniques
basedon IP spoo ng introducedin Section3 clearly illustrate.

A possiblesolution is the use of SNMP queriesto obtain information directly from
the involved nodes. This is impractical: not only doesit require administrative accesdo
network equipmen, and thus cannot be usedto discover tunnelsin the Internet at large,
but the requiredMIBs arenot yet nalized [14],and the speci ¢ tunnel MIB is very rarely
implemerted. Another possiblesolution was outlined in [6], but the proposedapproat
is to de ne another protocol, so it would not apply to existing infrastructure; also, as
it ernvisagesauthertication medanisms,it would have the samedrawbads as the use of
SNMP. In this paper, we discussmethodologiesfor tunnel discovery that do not require
administrative accesdo the network and thus may be applied to the Internet in general.
A limited list of the cortributions of this paper is asfollows:

We introducetechniquesto infer the existenceof IPv6-in-IPv4 tunnels, con rm the
existenceof inferred tunnels, and collect information about tunnel endpoints. We
shov how a tunnel, oncediscovered, can be usedas a \vantage point" to launch
third-part y tunnel-discorery explorations.

We descrile Tunneltrace , a tool which usesour techniquesto detect tunnels be-
tweena vantage point and a destination.

We validate the techniquesthrough wide experimenrtation, rst on the 6bone tun-
nelednetwork [30], then on native networks accessibleéhrough the Italian Academic
and Researb Network (GARR) [1] and through the test boxesdeployed worldwide
by the RIPE NCC aspart ofthe TestTrac Measuremets Service[2]. As a byprod-
uct of our experimertation, we are able to assesso what extert information in the
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6boneregistry is coheren with the actual network topology.

Finally, we provide the rst experimertal resultson the currert distribution of tun-
nelsin the Internet, shaving that tunnels are very commonand that the perceriage
of native IPv6 connectivity is still very low.

The paper is organizedas follows: Section 2 briey provides the basic de nitions and
notations used both in Section 3, which introducesand formally descrites our tunnel
discovery techniques,and in Section4, which describesTunneltrace . Section5 descrikes
our experimertation and discussests results. We concludein Section6.

2 Preliminary de nitions

Our de nitions of node, link and interfaceare consistem with the IPv6 speci cations [11]:
a node is a device implemerting IPv6, a link is a commnunication medium, o ered by
an underlying link-layer (or, in the caseof tunnels, network-layer) protocol, over which
the IPv6 protocol may transmit padkets, and an interface is a node's attachmert to a
link. A point-to-point link is a link to which exactly two interfacesare connected. A
dual stack interfaceis an interface on which both IPv4 and IPv6 are enabled. We further
(loosely)de ne aroutableinterfaceasan interfacewhoselPv6 addressbelongsto a pre x
which existsin the global IPv6 routing table and can thus be reated by any host with
connectivity to the IPv6 network.

An IPv6-in-IPv4 tunnel, T = bA; Bi, is a point-to-p oint link betweentwo dual stadk
interfaces A (the tunnel source) and B (the tunnel destination), usually belonging to
routers. We denoterespectively with A, and B4 and with Ag and B4 the IPv4 and IPv6
addresse®f A and B. An IPv6 padet sert through the tunnel is encapsulatedn an IPv4
padet sert from A to B with sourceaddresse®A, and destination addressB,4 and with
the IPv4 Protocol eld setto 41. We represeh bidirectional tunnels astwo tunnels with
the sameendpoints in inverted order. Thus, if atunnel T = bA; Bi is bidirectional, then
T%= hB;Ai alsoexists. IPv6-in-IPv4 tunnels are modeled as \single-hop" [16], that is,
they appearto the IPv6 network asa singlepoint-to-p oint link which hidesthe complexity
of the underlying IPv4 network.

In the rest of the paper, we shall denotea padet with a pair of squarebradkets enclos-
ing a sourceaddress,a destination address,and other important featuresof the padket it-
self. For example,an ICMPv6 edo requestmessagdrom addressX ¢ to addressYs would
be written [XgYs edho-request. Padet encapsulationis descrited by recursively using
squarebradkets: if the aforemenioned IPv6 padket were encapsulatedn an IPv4 padet,
it would be written [A4B4[X¢Ys edho-reques]]. To denotethe interfacethat originatesor
receiesa padet, we prepend the padket with the interfacefollowed by a colonor append
to the padket the interfacea colonfollowed by the interface,e.g. X :[XYs edio-requestY
is a padket sert by interface X and received by interface Y. Finally, if the reception of
a padket causesa node to emit another padket, we indicate this with the symbol B. For
example,if an edo requestpadket causesa node to reply with an edo reply padet, we
may write [X¢Ys edio-requestB [YeX e edro-reply].



3 Tunnel discovery metho ds

In this section,we presen a number of techniquesthat we have deweloped to tackle the
tunnel discorery problem. Depending on their objective, they may be divided into: (i)
techniquesto infer the existenceof tunnels, (ii) techniquesto con rm their existence (iii)
techniquesto collect information about their endpoints, and (iv) techniqueswhich allow
a host to interact with the network as if it were located in a di erent placeto the one
in which it is actually located (third party explom@tion techniques). The techniques may
futher be characterizedaccordingto their mode of operation: somequery known sources
of information, while othersinteract with the network and obsene the results, performing
what we may referto as\activ e probing". Ead rule is a suitable blending of the following
basic methods:

MTU discovery The Maximum Transmit Unit (MTU) of a link is the maximum size
of a padket that may be transmitted through the link. The path MTU betweentwo
interfacesX andY is the minimum MTU of the links composingthe path between
X and Y. Path MTU discovery [25 is a method that allows a node to determine
the path MTU betweenone of its interfacesand another interface on the network,
and thus obtain information on the MTUs of the intervening links. The presence
on the path of certain MTU valuesmay suggestthe presenceof a tunnel.

DNS lookups The Domain Name Systemis usedto map IPv4 and IPv6 addressego
hostnamesand vice versa. Often the IPv4 and IPv6 addressef an interface have
the samename; as tunnel interfacesare dual stack, DNS lookups can provide in-
formation about tunnel endpoints. DNS queriesalso help determine whether an
interfaceis dual stadk or not.

IP spoong BecauselPv6-in-IPv4 tunnels do not use any form of authertication, a
tunnel destination will acceptan encapsulatedpadet sert by any host aslong as
the sourcelPv4 addressof the padket is the IPv4 addressof the tunnel source. This
allows any host to causethe tunnel endpoint to emit arbitrary IPv6 padets by
encapsulatingthem in IPv4 padets with spoofed sourceaddresses.

Hop Limit manipulation The Hop limit eld in the IPv6 headerspeci es the maxi-
mum number of routers a padket may passthrough. When a router receivesa padket
with the Hop Limit eld equalto 1 it discardsit and sendsthe padket's sourcean
ICMPV6 error messagethus revealing its IPv6 address.

IPv6 Routing header While sourcerouting is prohibited in the majority of IPv4 net-
works, many IPv6 routers honor the IPv6 Routing extensionheader,which permits
a host sendinga padet to specify a list of nodesthat the padet is to passthrough.
Combined with Hop Limit manipulation, the Routing headercanbe usefulfor deter-
mining the addresse®f point-to-p oint interfacesand tunnel interfacesin particular.

The remainder of this sectionis dewted to a formal presemation of the main techniques
we have devised. Eadh techniqueis expressedy meansof a formal rule, which isidenti ed

by a number and by a short name. Table 1 classi esthe rulesaccordingto their objective.
Although ead rule is expressedy meansof animplication, the validity of the implication
is not absolute,and in real-world conditions a rule may fail to apply due to nonstandard
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existence| existence| information | exploration

MTU

DNS

Padket injection
Fragmen injection
Injected ping
Dying padet
Ping-pong padet
Bouncing padcket
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Table 1: Classi cation of tunnel discovery techniques.

behavior, miscon guration, or unexpected and uncommon network topologies. Data on
the validity of ead rule will be provided in section 5, where we discussexperimertal
results.

Rule 1 (MTU) Considerthe sequenceof links that make up the path between some
interface X and someother interface Y. We may think of ead link as a point-to-p oint
link, becauseeadh padket that traversesa link is sert by exactly one of the interfaceson
the link and is received by exactly one of the interfaceson the link®. Thus, if we number
the links in the path progressiely starting from 1, for ead link we may de ne a source
interface A(i) and a destination interface B (i), whoselPv6 addressesre Ag(i) and Bg(i)
(Figure 2).

i-1 - £ ] i [ /\ i+1
7777777 =By | | Ao | I Y a—
~~ ~

Figure 2: A genericlink i in a path with its assaiated interfacesA(i) and B (i).

Let MTU(i) bethe MTU of link i. If we cansendpadkets from X, then we may use
Path MTU discovery [25]to determine,for ead link, the valuePMTU (i) = minf MTU (i); PMTU (i
1)g, where PMTU (1) = MTU(1). Becauseof encapsulation,the MTU of the tunnel is
lessthan that of the underlying IPv4 network by a xed amourt dependingon the tunnel
type: 20 bytesfor IPv6-in-IPv4 tunnels, 24 or 28 for GRE [19 tunnels. The mostcommon
MTU value on the IPv4 Internet today is 1500bytes, sothesetunnels will almost always
have MTUs of 1480and 1476(or 1472)bytes respectively. Finally, many tunnel interfaces
(notably on BSD systems)use a default MTU of 1280bytes. Hence,if we considertwo
consecutie links i 1 andi on the path, we may write:

PMTU (i) < PMTU(i 1)~ PMTU(i) 2 £148Q 14761472 128Qy) Tunnel(A(i); B(i))

whereTunnel(A(i); B(i)) meansthat thereis a tunnel betweenA(i) and B (i). Of course,
if the tunnel is entirely cortained in a portion of the IPv4 Internet wherethe MTU of all
the links is higher than 1500, this rule may fail to detect a tunnel. It may alsowrongly

1This is usually the casefor all padets, but load-balancing mechanismsor policy routing may cause
behavior that varies from padket to padket.



Figure 3: Padket injection: (1) An IPv4 padket is sen to atunnel endpoint andis processed
asif it had beensen by the tunnel other endpoint (dotted lines). (2) The encapsulated
IPv6 padket is forwardedto the destination.

detecta link asa tunnel if an IPv6 link is manually con gured to have an MTU equalto
thesevalues. This may be particularly commonin the caseof 1280bytes, which is the
minimum MTU permitted by the IPv6 speci cations. Also note that this rule will only
nd atunnel if its MTU is lower than the MTU of all previouslinks in the path.

Rule 2 (DNS) We represeh DNS lookups with a function, Name(), that acceptsan
IPv4 or IPv6 addressand returns the correspnding DNS name, and two functions,
Addr4() and Addrg(), that accepta DNS name and respectively provide the IPv4 or
IPv6 addressasseiated with the name. If the name of an interface X hasboth an IPv6
and an IPv4 addressassaiated with it, we may presumethat the interfaceis dual stack
and that the two addressesre its IPv4 and IPv6 address.More formally:

9 | = Addry(Name(Xg)) ) DualStack(X) " X4 =

9 j = Addrg(Name(X,)) ) DualStack(X) ™ Xg=

Rule 3 (P acket injection) Given two IPv4 addressesA, and By, if there is a tunnel
betweenA and B, it is possibleto causean arbitrary (though limited in size)IPv6 padet
to ernter the IPv6 network at interface B. This is done by sending,from any routable
interface Z, an IPv6 padet encapsulatedin an IPv4 padet with sourceand destination
addresseA, and B4. Becauseits sourceaddressis A4, when the padet arrivesat B it
will be recognizedas arriving from the tunnel and will be decapsulatedand processeds
if it had beensen by A (seeFigure 3). Formally, we may write:

Tunnel(A; B) ) Z:[A4B4[XeYs payload]] B [XsYs payload]:B



wherethe payload of the two IPv6 padets is the same. This technique may be usedto
\inject” an arbitrary IPv6 padket, up to the maximum size permitted by the MTU of
the underlying IPv4 network minus the size of the IPv4 header,into the IPv6 network
at interface B. We refer to this technique as packetinjection and to Z asthe injecting
interface. Note that the padet, although sent by Z, actually erters the IPv6 network at
interface B, and, as far asthe IPv6 network is concerned,is simply a padet originated
by a node on the samelink asB. Thanks to this technique, the injecting host may send
padkets asif it were physically located on the samelink asB; and if the noder to which
B belongsis a router, the injected padcet will be forwarded as normal towards X, as
if it had beensen by r itself. We then say that r is a vantagepoint. Thanks to this
rule, a singlehost in a singlelocation may interact with and explore the network asif it
were located simultaneously in all the vantage points it is aware of. Note, howeer, that
becauset dependson IP spoo ng, both this rule and Rules4, 5, 6 and 7 which depend
on it, will not work if the network in which B is located makesuseof ingress Itering.

Rule 4 (Fragment injection) IPv6 padkets injected using the padet injection tech-

nique descrited in Rule 3 are limited in sizeto the MTU of the underlying IPv4 network

minus the size of the encapsulatingheaders. Howeer, it is possibleto inject a larger

padet by fragmening the IPv4 padket which encapsulatest. For example,considerthe

IPv4 padket [A4B4[X Yes payload]], and supposeit is fragmerted by the IPv4 network into

two IPv4 padets f; and f,. Upon arrival at B, the padket will be reasserhled (result-

ing in an IPv4 padket larger than the MTU of the IPv4 network) and will be processed
accordingto Rule 3:

Tunnel(A; B) * T, 0f ; = [A4B4[X6Ys payload]]) Z:f; " Z:f,B [XeYs payload]:B

This rule permits a host to useany vantage point r to inject IPv6 padets of arbitrary size
from r asif it had a direct native connectionto r. It is particularly usefulin the searh
for tunnels: for example,by combining this rule with Rule 1, we may perform Path MTU

discovery from the node having interfaceB.

Rule 5 (Injected ping) Giventwo IPv4 addresse#\, and By, it is possibleto determine
whetherthereis atunnel T = bA; Bi by applying Rule 3, with X¢ = Zg, to inject an edho
requestpadet addressedo any routable interface Y. The padet will arrive at interface
B: if there is no tunnel between A and B, it will be discarded. Otherwise, it will be
forwardedto its destination Y, which will reply with an edo reply messageddressedo
Zs. The reply will arrive at interface Z, and the injecting host will receiwe it (Figure 4).
More formally,

Z:[A4B4[Z6Ys edro-reques]] B [YsZs edho-reply]:Z ) Tunnel(A; B)

Rule 6 (Dying packet) Given a tunnel T = bA; Bi, it is possibleto determine the
IPv6 addressBg of the tunnel destination by injecting a padet with the IPv6 Hop Limit
eld setto 1. BecauselPv6-in-IPv4 tunnels are modeled as\single-hop", the padet will
appear at interface B without ever having beenprocessediy an IPv6 router, and thus
with the cortents of the Hop Limit eld intact. Upon arrival at interface B, howeer,
the Hop Limit of the padet will be decremered to zero. The resulting \time exceeded"
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Figure 4: Injected ping: (1) A spoofed IPv4 padet is sert to a tunnel endpoint. (2)
The encapsulatediPv6 edo requestis forwarded to the destination. (3) The destination
answvers with an IPv6 edo reply addressedto the sourceaddressof the encapsulated
padet.

messagevill arrive at Z and the injecting host may determineB¢ by examiningits source
address[10, section 2.2]. Stating this in terms of a rule, we have:

Z:[A4B4[ZeX s HL=1]] B [YeZs time exceedeflZ ) Bg = Vs

If the tunnel is bidirectional, it is possibleto determine the IPv6 addressof the other
endpoint simply by excdanging A4 and B.

Rule 7 (Ping-p ong packet) Rule 6 doesnot allow us to determine the IPv6 address
A of the tunnel sourceif the tunnel is not bidirectional. Howeer, it is frequertly possible
to determineit by other means. Supposethe tunnel hasan IPv6 pre x T assaiated with
it. Any IPv6 addressin T will be routed towards the tunnel, and ead tunnel endpoint
will route through the tunnel all addressesn T exceptits own. Thus, if we useRule 5
to inject an edo requestpadket with a Hop Limit of 2 and destination addressXg in T
but not equalto Bg, the padket will reach B and be sert badk through the tunnel to A.
If Xg = Ag, then the injecting host will receive an edo reply. Otherwise?, it will receie
a\time exceeded'messageavith sourceaddressAg. In both casesjt obtains Ag.

It is simpleto determinea suitable value for Xg4: the length of T must be at most 127,
becauseotherwise Ag and Bg cannot both bein T. So,whatewer the length of T, Bg 1
(where the sign dependson whether B¢ is even or odd) is always in T. Thus, we may

2If subnet-router anycast addressesare used, X ¢ may belongto the samerouter as Bs. However, the
injecting host may determine whether that is the casesimply by sending[A4B4[ZsX ¢ echo-request,HL=1]
and seeingif B responds with an eco reply or a time exceeded.If it responds with an eco reply, then
subnet-router anycast is active, so the subnet is at least a /126. The injecting host can then simply
chooseX g as another addressin the /126.
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write:

Z:[A4B4[ZeX s etho-request,HL=2] B [XZs edro-reply]:Z ) Ag= Xg
Z:[A4B4[ZeX s etho-request,HL=2] B [YsZs time exceedelZ ) Ag= Yg

where
Be+ 1 if Bgisewen
Bsg 1 if Beg is odd

Note that if the tunnel interfacesare unnumbered, Ag and Bg are not on the samesubnet
and this rule doesnot apply.

X6:

Rule 8 (Bouncing packet) Considerthe path from someinterface Z to some other
interfaceW. An IPv6 traceroutefrom Z to W allows usto determinethe sequencds (i),
wherei = 1:::nis the i-th link in the path, but it doesnot allow usto determine Ag(i)
for any i. Howewer, Z may usethe IPv6 Routing headerto senda padet to B(i) which
is routed bad towards itself; if the Hop Limit HL of this padet is setto the appropriate
value,the padket will expireoninterfaceA(i) andZ will receive a\time exceeded'message
with sourceaddressAg(i). The required value of HL is not necessarilyi + 1, asthe path
taken by a padet [ZgBs(i)] may not be a subsetof the path taken by a padket [Z¢Ws].
Howewer, HL may be determined by adding oneto the distancex betweenZ and B (i),
which can be measuredfor example,by running a traceroute from Z to Bg(i).

In the presenceof asymmetric routing, this may not provide Ag(i), becausethe path
from B (i) to Z may not be the sameasthe path from Z to B(i). This problem may be
partially overcomeby setting the padet's destination not to Z¢ but to a previoushop on
the path, to reducethe e ects of route asymmetry?. As ICMPv6 speci es[1Q section2.2]
that if the padket is sernt to Bg(i 1), the sourceaddressof the error messagemust be
Be(i 1) and not Ag(i), Z may set the destination addressto Bg(i  2). Formally, we
may write:

Z:[ZeBe(i1)Be(i  2) HL=x + 1]B [YsZs time-exceedeflZ ) Ag(i) = Ye

where[ZsBs(i)Bs(i  2)] indicatesa padket sourcerouted through Bg(i) with destination
Bs(i  2). While this rule appliesto any link, including tunnels, it is particularly useful
when combined with Rule 2 to determinetunnel endpoints given path information; if the
IPv4 addresse®f the tunnel endpoints are known, then Rules6 and 7 are more e ective.

4 A tunnel discovery tool

In this sectionwe descrike Tunneltrace , a tunnel discovery tool basedon the techniques
introducedin Section3. Tunneltrace attempts to detect and collect information about
tunnelsin the path betweenthe exploring hostand a user-sgeci ed destination. Of course,
by applying Rule 4, it is possibleto run it from any vantage point known to the exploring
host. Thus, in principle, given a su cien t number of vantage points, it is possibleto nd
tunnelsin the whole network.

3This may still provide incorrect results, becausethe asymmetry may be located betweenB (i) and
B(i 2). If greater accuracy is desired, the inferred value of Ag(i) can be compared with Bg(i) and
acceptedonly if it is on the samesubnet; however, this will causefalse negativesfor unnumbered links.
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The strategy followed by Tunneltrace is simple: perform a traceroute to the desti-
nation host, and for ead link i attempt to discover if it is a tunnel. If it is, attempt to
discover the IPv4 addresse®f the endpoints, con rm the tunnel's presenceand useit as
a vantage point to explorethe rest of the path.

Speci cally, for ead hop in the traceroute Bg(i), Tunneltrace rst applies Rule 1
to determine whether link i is a tunnel. If so, it attempts to obtain information about
tunnel endpoints in the following way: rst, it attempts to obtain the IPv6 addressof
the previoushop's sendinginterface, Ag(i), using Rule 8; then, it usesRule 2 to attempt
to obtain A4(i) and B4(i), and if it succeedsijt attempts to con rm the presenceof the
tunnel usingRule 5; nally, it veri es the information collectedby usingRules6 and 7. If
the tunnel is con rmed, it is usedasa vantage point to explorethe rest of the path. For
eah hop, Tunneltrace alsoobtains and outputs information sud asthe IPv6 addressof
the answering interfaceBg(i), the corresppnding DNS nameand AS number, and whether
the interfaceis dual stad. It alsoprovidesthis information about the sendinginterfaces
A(i).

Unfortunately, our resultsshow that Rule 2 often cannotbe applied, asthe information
in DNSis not su cien tly completeand up-to-date to obtain the IPv4 addresse®f tunnel
endpoints which are neededfor tunnel con rmation. The applicability of Rule 1 is higher,
but due to the nature of Path MTU discovery, this rule only allows the exploring host
to deducethe presenceof the rst tunnel in a path with a given MTU value. Thus,
Tunneltrace alsoattempts to deducethe presenceof tunnels in other ways, sud as by
applying heuristicsto DNS names,by accessinghe 6boneregistry, and by examiningand
comparingthe IPv4 and IPv6 AS numbers of the addressest encourters.

5 Exp erimen tal results

The 6bone provides a useful experimertal testbed for our work, as data on tunnels is
publicly available in the 6boneregistry. Thus, applying our techniquesto the 6Bonemay
both (i) allow us to verify the validity of our techniques, and (ii) use our techniquesto
ched the accuracyof the information in the registry itself. We have usedthe tunnel data
available in the 6boneregistry in variousways. Firstly, we have chedked it for consistency
using DNS lookups and padet injection to determine how many tunnels in the tunnel
databaseactually exist. Secondly we have usedit asa large list of tunnels againstwhich
to ched the validity of our tunnel discovery techniques. Finally, we have usedthe list of
existing tunnels as vantage points from which to seart for tunnels in the IPv6 Internet
at large.

5.1 Status of the 6bone registry

We have analyzed the 6bone registry a number of times over a two-morth period to
determine to what degreethe information on tunnels it cortains is accurate and up-to-
date. For ewery tunnel, the registry cortains the DNS namesor IPv4 addresseof the
tunnel endpoints, along with other information. We processone tunnel at a time, and
attempt to resohe the DNS hostnamesof the tunnel endpoints to IP addresses.If both
namescanbetranslatedto IPv4 addresseswe useRule 5to determinewhetherthe tunnel
is actually working. The results of our analysisare in Table 2.
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Date Total Tunnels| Up | Down | Oneendpoint Both endpoints
unknown to DNS | unknown to DNS

2003-06-13 4334 998 | 1479 1328 529
2003-06-23 4319 1058| 1394 1333 534
2003-07-18 4202 998 | 1322 1342 540
2003-08-07 4197 1046| 1345 1316 490

Table 2: Status of tunnelsin the 6boneregistry

Our resultsshaw that almost half of all tunnel recordsin the registry have invalid DNS
namesfor one or both endpoints and therefore are either out of date or refer to tunnels
that nolongerexist. About a quarter of the recordsare working tunnels. About a third do
not permit padet injection: they may be inactive, but somemay be GRE tunnels and/or
may have endpoints located in networks that employ ingress ltering. We expect most of
theseto be inactive: our MTU surwvey results indicate that GRE tunnels are much less
commonthan IPv6-in-IPv4 tunnels, and asthe majority of tunnels in the 6boneregistry
are interdomain tunnels, it is unlikely that ingress Itering hasany signi cant impact on
the results. Further study of theseundecidedcaseswould allow the developmen of a tool
which could monitor all aspectsof the quality of a tunnel repository.

As regardsvariation over time, notwithstanding the short time window in which our
obsenations were made, our results indicate that the 6boneregistry is fairly static, and
that the quality of tunnel data is marginally improving: the percernage of working tunnels
increasedfrom 23.4%on 2003-06-130 24.9%on 2003-08-07.This is due to the fact that
the total number of tunnels is decreasingpossibly becauseof the 6bone phaseout[15].

5.2 Rule validit y data

The large number of working tunnels provided by the 6boneregistry allows usto validate
our tunnel discovery techniques against known data: once a tunnel is con rmed using
Rule 5, we may ched the validity of Rules2, 4, 6, and 7. Usingthe 2003-08-Otlataset, we
chedked whether theserules applied to the tunnels in the registry that we had con rmed
to be working. Of a total sample of 1046 tunnels, we found that Rule 4 (Fragmen
Injection) applied to 999 tunnels (95.5%) and Rule 6 (Dying padket) applied to 1013
tunnels (96.8%). Rule 7 wastested only on tunnels that did not permit padket injection
in both directions, becauseor these,Rule 6 is much more e ective. Of 218tunnels that
were not bidirectional, Rule 7 applied to 151 (69.2%). Together, Rules6 and 7 allowed
us to determine both IPv6 endpoints for 963 tunnels (92.1%).

Rule 2 (DNS) was signi cantly lessuseful: of the 963 tunnels for which we knew
the IPv6 addressesf both endpoints, it applied to one endpoint in 169 cases(17.5%),
and to both endpoints in only 6 cases(0.6%). We note that the techniqueswhich used
active probing produced signi cantly better results than could be obtained by querying
known sourcesof information, sud asthe 6boneregistry or the DNS, con rming that the
approathesmust be conmbined to achieve good results.

13



5.3 MTU survey

Thanks to the large number of vantage points obtained from the 6boneregistry, it is pos-
sible to usethird-party exploration to ewvaluate the impact of tunnelsin a sizableportion
of the IPv6 Internet. Using a sampleof 995 vantage points in 92 di erent Autonomous
Systems(AS's; for comparison,the total number of AS's which announcelPv6 routes is
appraximately 450), we applied Rule 4 to perform Path MTU discovery from eat vantage
point to every pre x in the IPv6 routing table. By applying Rule 1, we may deducewhich
paths cortain one or more tunnels and which are native.

| MTU value | Number of paths | Percerage |

1480 150946 39.4%
1280 138358 36.1%
1476 44404 11.6%
1500 31525 8.2%
1428 13619 3.6%
Other 4104 1.1%
Total 382956 100.0%

Table 3: Path MTU valuesfrom vantage points to the Internet

The results of our analysis,excluding connectivity errors,arein Table 3. We note that
the most commonMTU is 1480bytes, that of an IPv6-in-IPv4 tunnel, followed by 1280,
the minimum IPv6 MTU, which indicatesthat at leastonelink in the path hasa MTU of
1280bytes (probably an IPv6-in-IPv4 tunnel on a BSD system). The paths with an MTU
of 1476are probably due to GRE tunnels, while the paths with a MTU of 1428 may be
dueto encapsulationof IPv6 in a L2TP VPN. Native paths (those with a MTU of 1500)
make up only 8.2% of all the paths we surveyed. A relatively low perceriage of native
paths is to be expected, given the fact that our vantage points are tunnel endpoints, and
somepercerage of pre xes are probably readed through the tunnel itself; newertheless
theseresultsallow usto arm that the percenage of native paths in the IPv6 internet is
still quite low.

5.4 Survey of \nativ e" IPv6 networks: how nativ e is nativ e?

Our strategy sofar hasbeento obsene the IPv6 Internet through vantage points that are
tunnel endpoints. As thesemay be located in portions of the network that are densein
tunnels, we conducteda survey from hostsinside two \nativ e" IPv6 networks, one with
a connectionto the GARR [1] native IPv6 network and one at RIPE NCC, to discover
how tunneled \nativ e" networks really are. From ead host we measuredthe Path MTU
to ewvery pre x in the global IPv6 BGP table and applied Rule 1 to determine whether
the path to ead pre x contained at least onetunnel.

We found that of 417 pre xes in the BGP table at the time of the analysis,the GARR
network readed at least 262 (62.8%) through tunnels, while the RIPE NCC network
readed at least297 (71.2%)through tunnels. In order to obtain a more completepicture
of the e ect of tunnels on global IPv6 connectivity, we repeated the experimert on the
\test-b oxes" deployed worldwide by RIPE NCC aspart of the TestTrac Measuremets
service[2]. About 100test-boxesare currertly active; of these,16 have IPv6 connections.
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Figure 5: Percenage of tunneled destinations seenby TTM \test-b oxes" [2] and two
native sites.

The samelist of BGP pre xes was usedfor all test-boxes, but not all test-boxes could
read all of them; pre xes that wereunreatable from a particular test-box wereremoved
from that test-box's list in order not to skew the results.

Our results are in Figure 5. As can be seenfrom the graph, four of the test-boxes
reaed almost 100% of the pre xes through tunnels, from which we deducethat they
are located in networks which do not have a native IPv6 connection;the others reathed
between63.7%and 92.3%of all IPv6 pre xes through tunnels. The column labeled \tt
averageA-P" of Figure 5 providesan averagefor all 16test-boxes,while the columnlabeled
\tt averageE-P" providesthe averageof all natively connectedtest-boxes. Thus, we may
arm that globallPv6 connectivity still relieslargely ontunnels, evenwhenobsenedfrom
a native IPv6 network. Howewer, we note that there are non-trivial di erences between
the percenage of native destinations reated by the various test-boxes, indicating that
measuremets sud asthesemay o er a good indication of the quality of an IPv6 network.

6 Conclusions

We have introduced seeral techniques to infer the existenceof IPv6-in-IPv4 tunnels,
to conrm their existence,and to collect information about their endpoints, outlining a
strategy for tunnel discovery along a path and shaving how it is possibleto usetunnels
as "vantage points” to inject padets into the network at multiple locations, performing
third-part y exploration and scalingup the discovery process.

By applying our techniquesto the 6bone registry, we were able to assesdo what
degreeit is coheren with the actual state of the network, shaving that almost half of
the information on tunnelsis out of date, but that at leastonequarter of tunnels presen
is still functioning. The information in the 6bone registry also allowed us to verify the
validity of our techniques,shaving that those which make useof active probing are very
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e ective, providing results for over 90% of the tunnels in the registry we were able to
make useof.

We have usedour techniquesto provide the rst experimertal data on the presence
of tunnels in the IPv6 Internet, by measuringthe percerage of IPv6 pre xes reathed
through tunnels from native IPv6 networks sud as the Italian GARR network and the
RIPE NCC network, and from the 16 IPv6 test-boxes deployed worldwide by the RIPE
NCC aspart of the TestTrac Measuremets service.All the networks we testedreated
lessthan 40% of IPv6 pre xes natively, shaving that global IPv6 connectivity still relies
largely on tunnels.

Note that our techniquesexpose,and make useof, security problemsinherert in IPv6-
in-1IPv4 tunnels, which do not useany form of authentication exceptthe sourceaddressof
the IPv4 padket. This allows any host to inject padetsinto any IPv6 network in which it
knows the IPv4 addresse®f the endpoints of a tunnel, with security implications similar
to those of sourcerouting. If securily is a factor, we recommendthe use of native links,
or, if this is not possible,of GRE tunnels [19 or keyed GRE tunnels.
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